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1 Introduction
1.1 Document Purpose

This document presents the user guide for Environmental Protection Agency’s (EPA’s) Office of
Air and Radiation (OAR) Compliance and Emissions Data Reporting Interface (CEDRI)
submission data flow.

1.2  Background

EPA requires industrial facilities to perform emissions source tests to demonstrate compliance
with federal emissions limits and to electronically submit such emissions test data to EPA. The
Central Data Exchange (CDX) is the point of entry of emissions test data reports to EPA. It
provides capabilities for submitters to submit and access their data electronically and enables
OAR to effectively manage the incoming data.

Affected industrial facilities are required to use the Electronic Reporting Tool (ERT), built in
Microsoft Access, to generate files containing emissions source test data. The facilities will
submit these files to CDX using CEDRI. The submission files will be stored in the CDX
CROMERR archive and become available to submitters and authorized EPA reviewers
immediately upon submission. A copy of the submission file is also sent to WebFIRE where the
test report file is available for anyone to download.

CEDRI CDX User Guide September 28, 2012
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2 System Requirements
In order to use CDX and CEDRI, the following is required:

e An email account

¢ Java Script enabled web browser

® Internet access
¢ Adobe Acrobat Reader 5.0 or higher

¢ Java version 6 update 11 or above. Go to the following link to download:

http://www.java.com/en/download/index.jsp

Prior to downloading the more recent Java version, it is highly recommended that you clear
your Java cache. Please follow these steps to clear your Java cache:

1.

2.
3.
4

Close all open internet browsers.
Select the ‘Start’ button.
Go to ‘Control Panel.” Select the ‘Java’ icon (Java Control Panel will display).

b

On the Java Control Panel in the ‘“Temporary Internet Files’ section, select the ‘View
button (Java Cache Viewer will display). Refer to Figure 2-1.

Select ‘Resources’ in the ‘Show’ drop down field located at the top of the Java Cache
Viewer (see Figure 2-2).

Select all of the files in the list (ctrl-A) and click on the red X button located at the
top of the Java Cache Viewer to delete the selected files (see Figure 2-3).

Close the Java Cache Viewer and Java Control Panel.

CEDRI CDX User Guide September 28, 2012
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The following figures illustrate the process for clearing the Java cache through the Java Control
Panel and Viewer.

Figure 2-1: Java Control Panel

zeneral | Llpu:latel Ja\fal Securityl .ﬁ.dvancedl

[l

i Abouk

Wiew version information abouk Java Contral Panel,

About, . |

 Mebwork Settings

Mebwork settings are used when making Inkernet connections, By default, Java
will use the netwaork settings in vour web browser, Only advanced users should
modify these settings.

Metwork Setkings. ..

— Temporary Internet Files

Files ywou use in Java applications are stored in a special Folder For quick execution
later, ©nly advanced users should delete files or modify these settings,

Settings. .. |I {

O, | Cancel | Appli
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Figure 2-2: Java Cache Viewer

X

Cache Size: 11875 KB

Figure 2-3: Delete Java Files

B 1ava cache Yiewer

Show: IResources

Mame LIRL I Modified Expired I Sersion I Size I
TestwMz-test.jar  http:ffiava.com/applet/ TeskwMz-test. jar May 6, 2011 177 KB =
cromerr-applet.jar  https:/ftestngn.epacdxnode.net/cromerr-c.,.  Mowv 30, 2011 3,9.0.0 35 KB
jsafe-fips-jce.jar  https:f/testngn.epacdxnode.net/cromerr-c...  Mow 30, 2011 4,0.0.0 1868 KB
cromerr-core-cli,.,  https:f/devnan. epacdxnode.netfcromerr-c. .. Dec 5, 2011 3.10.0.0 2352 KB
jsafe-fips.jar https:jftestngn. epacdxnode. netfcromerr-c...  Mow 30, 2011 4,0.0.0 1339 KB
cromerr-core-cli,..  https:/ftestngn.epacdxnode.net/cromerr-c.,.  Mowv 30, 2011 3,9.0.0 2329 KB
jsafe-fips-jce.jar  https:f/devnan. epacdxnode.netfcromerr-c. .. Dec 5, 2011 4,0.0.0 1868 KB
cromerr-applet.jar  htkps: ffdevngn. epacdxnode. netfcromerr-c. .. Dec S, 2011 3.10.0.0 35 KB .
—

[ |

Close |

X

Cache Size: 11875 KB

cromerr-applet.jar

¥ ¥ ¥ (¥ % % %

de.net)
de.nekfcromerr-c. ..
hktp
https:)
de.netfcromerr-c...
.netfcromerr-c...

de.netfcromerr-c. ..

2.1 Supported Browsers

Modified

Expired

Wersian

4,0.0.0
3.10.0.0
4,0.0,0
3.9.0.0
4.0.0.0

3,10.,0.0

¢ Internet Explorer 7 or above

— Go to the following link to download:

http://windows.microsoft.com/en-US/internet-explorer/downloads/ie

e Mozilla Firefox 3.5 or above

CEDRI CDX User Guide

September 28, 2012
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— Go to the following link to download:

http://www.mozilla.com/en-US/firefox/all-older.html

e Safari 4 or above

Go to the following link to download:
http://support.apple.com/kb/d1877

® Google Chrome

2.2

Go to the following link to download:
http://www.google.com/chrome

Screen Resolution

Screen resolution should be set to 1024 x 768 or greater. The steps to check, and if necessary
change, your screen resolution are:

1.

ANl

Select the ‘Start’ button.

Go to ‘Control Panel.” Select the ‘Display’ icon (Display Properties will display).

Select the ‘Setting” tab.
Adjust the ‘Screen resolution’ slide bar as necessary.
Select the ‘OK’ button.

CEDRI CDX User Guide

September 28, 2012
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3 CDX CEDRI User Registration Process

3.1 Overview

The CDX Web site is an application used by EPA programs and various stakeholders to manage
environmental data transmitted to EPA in order to meet EPA’s reporting requirements. As part of
the CDX Web application, the user registration component is used to facilitate user access to a
program. Within the user registration component, program offices have the ability to define the
roles and information required by new users to complete the registration process. The sections
below describe the CDX Web user registration process.

3.2 Access to CDX Home Page

There are two ways to access the CDX home page:

® You can access the CDX home page directly by following this URL:
http://cdx.epa.gov/epa_home.asp

Please refer to Figure 3-3 for the screen capture of the CDX home page.

¢ In the event that Google or another search engine redirects you to the old CDX home page
(http://www.epa.gov/cdx/index.htm), you can access the new CDX home page by selecting
the ‘Log-in to CDX’ link on the left-hand navigation pane (see Figure 3-1). Upon clicking
this link, you will be redirected to the ‘Login’ page (see Figure 3-2). If you already have an
account with CDX, you can enter your credentials to access the CDX home page. If you
don’t have an account with CDX and would like to register, select the ‘Register with CDX’
(see Figure 3-2) to initiate the registration process.

Figure 3-1 and Figure 3-2 below illustrate the process of how a user can navigate to the new
CDX home page from the old CDX home page.
Figure 3-1: Old CDX Home Page

U.S. ENVIRONMENTAL PROTECTION AGENCY

Central Data Exchange

Contact Us search: Al EPA & This Area Go

ou are here: EPA Home # Central Data Exchange

Ahout CDX CENTRAL DATA

CDX Benefits EXCHANGE y
CDX Projects
! [Home | About Cix | CDX Benefte ] COX Projects | Partners ]
Partners =
—_——
Lot The Central Data Exchange (CDX) enables fast, efficient and more accurate environmental data submissions from state and local governments, industry and O e G ey
tribes to the Environmental Protection Agency (EPA) and participating program offices. Registratinns
EPA's CDX is the point of entry on the Environmental Information Exchange Network (Exchange Metwork) for environmental data submissions to the Agency. RCU=eemainiprod et
COX works with both EPA program offices looking for a way to better manage incoming data, and stakehalders Ioaking for a way ta reduce time and maoney * 10 systems in test or
spent to meet EPA reporting requirements. CDX provides stakeholders with the ability to: development
= Visit COX Projects
« Submit data through one centralized point of access
« Fill out a single electronic farm which can be submitted instantaneously instead of mailing multinle paper forms
= Receive agency confirmation when submissions are received .c Media Elogt
= Submit data in a variety of formats including Wehs Farms, XML, binary, or flat-file R;‘gsusrtmeg II:uIeE rone
= Exchange data with target systems using web services + Exchange Network
+ Reduce costs assaciated with submitting and processing data submissions EXIT Disclaimer
= Utilize publishing services to share information collected by ERA with other stakeholders, including states and tribes o Hetwork Grants Progrann
Have a question about CDX? e
The CO¥% Help Desk is available for data submission technical support between the hours of 8:00 am and 6:00 pm (ET) at 1-888-890-1995 or helpdesk@epacdz.net.
The CDX Help Desk can also be reached at 970-494-5500. &\ e
Network
Home | About SB | SDX Benefits | CDX Projects | Partners
CEDRI CDX User Guide September 28, 2012
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Figure 3-2: Login Page

s}
WEPA Lnited States Environmental P on Agency CHSTRAL RATA, €N CHAREE CDX;

COX Home | About CDX | Recent Announcements | Terms and Conditions | Help

Central Data Exchange IContact L

Welcome
Walcome to the Ervironrmental Protecgon Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The Central Data Exchange concept

has been defined a: a central point which supplements EPA reporting systems by performing new and existing functions for receiving legally acceprable dara in
various formats, including consolidated and integrated data

RADMNET: For more information on radiation and accessing radiation monitornng data click here
|

3.3 CDX Home Page

The ‘Central Data Exchange Home’ page is the landing screen from which you have the ability
to access and interact with CDX (see Figure 3-3). This screen provides you with the following
features:

¢ Log in: If you already have an existing CDX account, you may log in to the system by
entering your User ID and Password, and clicking the ‘Log In’ button located within the
header section.

¢ Registration: If you do not have an account with CDX, click the ‘Register with CDX’ button
to begin the registration process outlined later in this chapter beginning. Skip to section 3.5
Request Program Service, for registration instructions.

® Welcome Announcement: This text area provides welcome text that is visible to all users
who visit CDX.

¢ Important Alerts: The alerts appearing in the ‘Notice’ box provide you with system or
program-specific information.

¢ Warning Notice / Privacy Policy: The ‘Warning Notice and Privacy Policy’ statements are
displayed on the CDX ‘Home’ page to ensure that you are aware of the terms of use for the
CDX system whether you decide to log into, or register in, the system.

CEDRI CDX User Guide September 28, 2012
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Figure 3-3 shows the screen capture for the CDX Web ‘Home’ page:
Figure 3-3: CDX Web Home Page

n
- DX
\’ United States Environmental Protection Agency CENTRAL DATA EXCHANGE oy

CDX Home | About CDX ‘ Recent Announcements ‘ ns and Cc ons | FAQs | Help

Contact Us
Central Data Exchange

Log in to CDX

erio

LogIn Register with CDX

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (ZDX) - the Agency's electranic reparting site. The Central Data Exchange concept
has bheen defined as a central paint which supplements EPA reparting systems by perfarming new and existing functions for receiving legally acceptable data in
various farmats, including consolidated and integrated data.

For mare information on radiation and accessing radiation monitaring data click

Warning Notice and Privacy Policy

Warning Notice

EF&'s Central Data Exchange Eegistration procedure is part of a United States Environmental Protection Agency (EPA) computer systern, which is for autharized
use only. Unauthorized access or use of this computer systern may subject violators to criminal, civil, and/or administrative action. All information on this
camputer systerm may be monitared, recorded, read, copied, and disclosed by and to authorized personnel for official purposes, including law enforcement.
Access or use of this computer systern by any person, whether authorized or unauthorized, constitutes consent to these terms.

Privacy Statement

EP& will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data Exchange site and for updating
and carrecting infarmation in internal EPA databases as necessary. The Agency will not make this information available for other purposes unless required by
law. EPA daes nat sell ar atherwise transfer persanal information ta an outside third party. [Federal Eegister: March 18, 2002 Walume 67, Number 523][FPage
12010-12013]

3.4 Terms and Conditions

After choosing to register, the CDX ‘Terms and Conditions’ screen (see Figure 3-4 and Figure
3-5) is displayed documenting the following minimum terms and conditions:

® Acceptance of warning and privacy policies

® Choosing a complex password

® Protecting your password

¢ Notifying CDX of possible misuse of account

¢ Limiting distribution of CDX software

CEDRI CDX User Guide September 28, 2012
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e Agreement to notify CDX of changes in duties

You can accept the terms and conditions by selecting the ‘I Accept’ radio button or cancel the
registration by selecting the ‘I Decline’ radio button. Please note that if you decline the terms and
conditions, you will not be able to proceed with the registration. Once you have accepted the
registration agreement, you will be redirected to proceed with the registration process.

Important information about the registration process:

Submittal of files through CDX requires a CROMERR compliant signature. Authorized
signature authorities for the facility should use the LexisNexis electronic identity validation
service in lieu of a paper based validation. If the signature authority chooses to use the
paper based validation process, the CDX Reporting Center will request the phone number
of the signature authority’s employer/authorizing official to verify employment.

Facility contractors (consultants) must proceed through the paper based validation process
prior to submitting files to CDX. Contractors should not use the LexisNexis electronic
signature authority validation process in lieu of the paper based validation process. During
the validation process, the CDX Reporting Center will request the phone number of an
authorized official of the facility on behalf of which the files are submitted. The CDX
Reporting Center will contact the authorized official to verify that the contractor is
authorized to submit data on behalf of the company.

CEDRI CDX User Guide September 28, 2012
9



CDXs

The following figure shows the screen capture for accepting or declining the registration Terms
and Conditions agreement:

Figure 3-4: CDX — Accept/Decline Terms and Conditions

COXHome  About COX  Recent Announcemenis Terms and Condilions  Help

Terms and Conditions EAConrat Us

EFH 5 LERTRI LAaTa EXCNANgE KEgISTranon proceaure 15 parm of 4 Unmeo STATES ErrDnrmental FroTecnon sgency |EFA] CormpuTer system, whicn is rar "
authorized use anly. Unautherized access or use of this compurer systerm may subject violarors wo criminal, civil, andjor administranve action. All information

on this computer system may be mondored, recorded, read, copied, and disclosed by and to authorized personnel for official purposes, including law
enforcernent. Access or use of this compurter system by any person, whether authorized or unauthorized, consttutes consent to these terms.

Privacy Statement

EP& will use the personal identfying information which you provide for the expressed purpose of registration to the Central Dara Exchange site and for
updatng and correcting information in internal EPA databases as necessary. The Agency will not rmake this information available for cther purposes unless
reguired by |law:. EPA does not sell ar atherwise wansfer personal infarrmation o an outside third party. [Federal Register: March 18, 2002 (olume 67,
Number 52)][Fage 120710=12013]

Choosing a CDX Password

For CO registration purposes, | agree to select a password which will not be easity guessed (e.g., my name, rmy children's names, birthdays, et
Passward: must be a minimum of 8 alpha-numeric characeers (no spaces or special characters) and contain at least 1 of each of the fallowing
uppercase characrer

lowercase chacter

=
i

| Accept
1| Decline

The CDX Terms and Conditions can also be viewed by clicking the “Terms and Conditions’ tab
(see Figure 3-4). The following figure shows the screen captures for the “Terms and Conditions’
agreement:

CEDRI CDX User Guide September 28, 2012
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Figure 3-5: CDX Web Terms and Conditions Agreement

lerms and Conditions

The access and use of COX Eegistration for the electronic submittal of environrmental information require the creation of a user 1D and password that | must

rmaintain and keep confidential, [will review the followang steps concerning the creation and maintenance of 2 user ID and password,
Warning Motice

EPA's Certral Dars Exchange Registration procedure g part of a Unived Srares Enviranmentzl Pratection Agency (EPA) computer system, which is for authorized uge
anby. Unauthorized access or use of this computer system may subject violators to criminal, civil, and/or administrative action. All information on this computer
systerm may be monitored, recorded, read, copied, and disclosed by and 1o authorized persannel for official purposes, including lasw enforcement. Aocess or uge
of this computer system by any person, whether authonzed or unauthonzed, constitutes consent to these terms,

Privacy Statement

EPA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data Exchange site and for updating
and correcting information in invermal EPA databases as necessary. The Agency will not make this information availzble for other purposes unless required by |aw.
EPA does not sell or otherwise transfer personal information to an outside third party. [Federal Eegister; March 18, 2002 (olume 67, Number 52))[Fage 12010~
12073

Choosing a CDX Password

For COX registration purposes, | agree 1o select a password which will not be easily guessed (e.g., my name, my children's names, birthdays, etc). Passwords
must be a mimmum of 8 alpha-numeric characters {no spaces or special characters) and contain at least | of each of the folloveng:

® uppercase character

# lowercase chacter

» number
Passwords may nat begin with & number nor contain the word “password” nar contam your User Mame
Frn’tz:ting iy COX Password

| agree o pratece my COX password.

il nar divedge my password fo amy otfrer indnodiual D wall not stare it in an unprotected locanon, and |will not allew it to be writhen into computér ScApts to
achieve automated login.

Lirmited CDX Software Distribution
Apy distribution of softeware provided by the Ervironmental Protecoon Agency's Central Data Exchange shall be handled according to any defined license practices

CCO¥ provides tools which contains FIFS -validated RE5A BESAFE Crypto=] which is classified under Export Commaodity Classification Mumber (ECCH) SD002
"Encryption Sofware” referenced under CCATS COESTH5, This product is eligible for license exeeption ENC under Secvians 740,17 (&) and (E) (2) of the Expare
Administration Eegulations (EAR). The exportation of this itemn classified by the Bureaw of Industry and Security (BIE) as SD00Z “Unrestricted” to foreign subsidiarie:
of U% companies is permimed under this license exception ("EMC “Encryption®). This license exceprion does not apply to the embargoed nations of Cuba, Iran,
Morth Korea, Sudan and Syria or any parties found on the various government denial lists including the Department of Commerce Dened Parties List. For
additional infermation and guidance regarding your use of this product, plesse refer o the United Seates” standard regulations for encryption at

hitp: { funanw, access.gpo.gov/bis/ear | pdff 740, pdf

Actions to take f my COX Accownt has been Compromised

I | have deterrined that ry COX account has become compromised, | agree to contact the COX Technical Zupport staff ar 888-890-1005 or (2F0) 404=-5500
for callers fromm Puerto Rico and Cuarm as saon as possible.

Terminating my COX Account
| agres to notify COX within ten weorking days if ry duties change and | no longer need to interact with the COX on behalf of my organizarion. | agree o make this

notification via either the COX web interface or by notifying the COX Technical Suppart staff at 888-890-1905 or (970) 494-5500 for callers from Puerto Rico
and Guarn. This notification will allms COX to deactivate my accownt and protect it from potentdal abuse by others.
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3.5 Request Program Service

The ‘Request Program Service’ screen displays a list of open programs from which you can
choose. You may filter the open program service list by typing the program service name or
other related program metadata in the text bar. Select the program by clicking on the program
name. The selection on this page will determine the information you must enter on subsequent

pages.

Select ‘CEDRI: Compliance and Emissions Data Reporting Interface’ from the Active Program
Service List by clicking on the list item. The selection on this page will determine the
information you must enter on subsequent pages.

Figure 3-6 shows the screen captures for the ‘Request Program Service’ screen:
Figure 3-6: CDX Registration — Request Program Access

2
>
\’ United States Environmental Protection Agency

CDXHome | About CDX | Recent Announcements | Terms and Conditions | Help

Core CDX Registration [AContact Us

2. Request Role Access 3. Provide User and Qrganization Information 4. Confirmation

Eegin typing a program service name or related keywords to filter the list of available services (e.g., air quality systern, A0S, or Clean Air Act)

Adctive Program Services List

Cedri

I CEDRI: Compliance and Emissions Data Reporting Interface I

3.6 Request Role Access

The CDX application allows applicants to define user roles that can be selected during
registration. After selecting the program service on the ‘Request Program Service’ page, the
‘Request Role Access’ step will default to the submitter role for your organization (see Figure
3-7).

The registration process will automatically proceed to the next step.
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Figure 3-7 shows the screen capture for the results of the ‘Request Program Access’ and
‘Request Role Access’ steps:

Figure 3-7: CDX Registration — Request Role Access

(o )
A
\’ United States Environmental Protection Agency

CDX Home ‘ About CDX ‘ Recent Announcements | Terms and Conditions | Help

Core CDX Registration [ACantact Us

1. Request Program Service @ 2. Request Role Access © E e User and Grganization Information 4, Confirmation

Registration Information

Program Service: Compliance and Emissions Data Eeporting Interface

RDI

Essential infarmation is marked with an asterisk (")

Part 1: User Information

Description of Fields@

User D" I User ID may not be blank

Title # I-Please Select 'l

3.7  Provide User and Organization Information

In the new CDX system, user and organization information are captured on the same screen. The
information entered in this portion of the registration process will be used to support account
validation and establish levels of assurance.

CDX will provide multiple levels of user validation which will be specific to the role selected.
All new users of CDX will be required to activate their account after these registration steps by
following the instructions sent to the email address for the listed organization.

When additional identity proofing is required, you will be prompted to follow the additional
registration steps that may support the LexisNexis identity validation and/or Electronic Signature
Agreement (ESA) signing processes. This prompt will occur after your initial login to the
system.

3.7.1 Part 1: User Information

The ‘Part 1: User Information’ section of the screen collects the following information:
e User ID (required. Select a User ID you would like to use for CDX)
¢ Title (required)
¢ First Name (required)
e Middle Initial

CEDRI CDX User Guide September 28, 2012
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¢ [ast Name (required)

e Suffix

¢ Password (required)

® Re-type Password (required)

e Security Question 1 (required)
e Security Answer 1 (required)
e Security Question 2 (required)
e Security Answer 2 (required)
e Security Question 3 (required)
e Security Answer 3 (required)

It is important that you carefully note your input for the ‘User ID’ and ‘Password’ fields, as you
will be prompted for this information during the CEDRI submission process and will need to
provide an exact match for authentication.

The ‘Security Question” and ‘Security Answer’ are of your choosing and are for authentication in
the event you forget your password and need to reset it. The answers you provide to the security
questions are case insensitive.

CEDRI CDX User Guide September 28, 2012
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Figure 3-8 shows the screen capture for the ‘Part 1: User Information’ section:
Figure 3-8: CDX Registration — User Information

-

Registration Information

Program Service: Compliance and Ermissions Data Eeporting Interface

Role: Submitter

Essential information is marked with an asterisk{"

Part 1: User Information

Description of Fields@

User IO | User ID may not be blank

Title * I-Please Select- vl

First Marne ¥ |

Middle Initial |

Last Mame ¥ |

Suffix I-Please Select vl

Passward * |

Ee-type Password * |

Security Question 1 ¥ I j I—
Security Question 2 ¥ I j I—
Security Question 3 7 I j I—

Part 2: Organization Information

3.7.2 Part 2: Organization Information

The ‘Part 2: Organization Information’ section of the screen collects the following information:
¢ Organization Name (required)
® Mailing Address (required)
® Mailing Address 2
¢ City (required)
e State/Province (required)
e Zip/Postal Code (required)
¢ Email (required)
¢ Re-enter Email (required)
¢ Phone Number (required)

e Phone Number Extension

CEDRI CDX User Guide September 28, 2012
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e Fax Number

Before entering organization information, you are first asked to perform a simple search (see
Figure 3-9) to determine if information for your organization is already stored in CDX. If the
simple search returns too many results, you may use the advanced search option (see Figure 3-9
and Figure 3-10) or choose to search again. You may also choose to create an organization from
the search results (see Figure 3-10 and Figure 3-11). Once an organization has been selected or
created, you will be required to enter an email and phone number with the option of entering a
phone number extension or fax number (see Figure 3-11).

Figure 3-9 shows the screen capture for the ‘Organization Information’ screen section:
Figure 3-9: CDX Registration — Organization Search

Part 2: Organization Information

Search for your organization using the text box below. You may search by entering the Organization Mame or the Organization 1D,

Select your organization from the table below.

Organization Id Organization Name Address City State ZIP Code

167459 USEPA 1200 PEMMNSYLVANIA AVE Nt WASHINGTOMN D 20460

Can't find wour organizatiof? Use advanced search §r request that we add yvour organization.

3.7.2.1 Organization Advanced Search

When an organization does not appear in the basic search results, you may perform an advanced
search for a valid organization. After clicking on the advanced search hyperlink below the search
results, you can perform a search with the following criteria (see Figure 3-10):

® Organization Name
¢ Country

® Mailing Address

® Mailing Address 2
¢ City

® State

o ZIP / Postal Code

Once the search is executed, the search results will display a list of matching organizations from
which you can select your organization. If you are unable to locate your organization using
advanced search you may add your organization to CDX (see Figure 3-10 and Figure 3-11).

Figure 3-10 shows the screen capture for the Organization Advanced Search:
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Figure 3-10: CDX Registration — Organization Advanced Search

Part 2: Organization Information

Search far your arganization using the search criteria below.

Organization Mame l—

Country |UNITED STATES =l

Mailing Address l—
Mailing Address 2 l—
City l—
State I d
ZIP/Postal Code l—

Wrong arganization information? Eack to Search Results tIr request that we add your organization.

3.7.2.2 Request to Add Organization

When an organization does not appear in the basic or advanced search results, you may request
the addition of your organization. You will be prompted to provide the following information
(see Figure 3-11):

¢ Organization Name (required)

e Country (required)

e Registrant’s Work Mailing Address (required)
e Registrant’s Work Mailing Address 2
¢ City (required)

e State / Province (required)

e ZIP / Postal Code (required)

¢ Email (required)

¢ Re-enter Email (required)

¢ Phone Number (required)

¢ Phone Number Ext.

e Fax Number

After your user account has been activated, the requested organization will be added to the CDX
system and available in subsequent searches. If your program service role registration requires
approval and passes identity and/or organization verification, the organization will be labeled as
'verified' in the CDX registration system. A green checkmark icon will display to indicate the
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organization is verified. This indication provides validity to the existence of the organization
based on the name and address information provided.

Figure 3-11 shows the screen capture for requesting to add an organization:

Figure 3-11: CDX Registration — Request to Add Organization

Part 2: Organization Information

Organization Mame #

Country [UNITED STATES =l

Mailing Address ¥
Mailing Address 2

ity * —
State W I d
ZIF/Postal Code * —
Email * —

Fe-enter Ermail ¥ l—
Fhone Mumber * l—
Fhone Mumber Ext l—
Fax Number l—

Back to Search Results Submit Request for Access

3.8  Confirmation Step

After validating the registration information entered, you will be presented with an account
confirmation page. At this time the system sends a confirmation email containing account
activation instructions to the email account you provided in the ‘Organization Information’ step.
The email will include a hyperlink that will direct you to CDX where you can log in to activate
the user account.

If the selected program flow or role has any additional requirements (e.g., ESA, LexisNexis
identity proofing, etc), these will be performed after you click the activation link in the email and
log into the application.

3.8.1 Confirmation Screen

After you complete the core registration components, you will be taken to the ‘Confirmation’
screen (see Figure 3-12). This screen solely provides instructions with how to activate your new
user ID. You will need to go to the email that you registered under your organization to see the
confirmation link.
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Figure 3-12 shows the screen capture for the confirmation screen:
Figure 3-12: CDX Registration — Confirmation Screen

N
N
\’E A United States Environmental Protection Agency PR ——— CDX‘

CDX Home | About CDX | Recent Announcements | Terms and Conditions | FAQs | Help

- - Contact Us
Confirmation

A few more steps...

Youwill soon receive an ermail confirmation message (at COHresté@ grnail.cor asking you to follow a link to activate your user account. Follow that link to
complete your registration. Please contact the help desk if youw have any issues at 888-890-1995 or (970) 494-5500 for callers from Puerto Rico and Guam
ifyou are calling from Puerto Rico or Cuarn.

Confirmation Number: 4fbbl fa6-el158-45a8-bb15-5e8ed7c195cd

Return to CDX Home

CDX Help D a5 4-5500 for callers from Puerto R

Frequently Q s | e nd Security Notice | Term

3.8.2 Confirmation Email

Once you have completed entering your information for registration and reached the
confirmation screen, an email will be sent to the email address you entered for the organization
that you registered for on the ‘Provide User and Organization Information’ screen. Once you
receive the email, click activation link. The link will take you to the CDX login screen where
you will be asked to enter your user ID and password.

Figure 3-13 shows the screen captures for the confirmation email:

Figure 3-13: CDX Registration — Confirmation Email

Fram: EPA-CON sent:
To
Cc
Subject: Care Registration Email Verification Request
You have successfully created an account with the EPA Central Data Exchange (CDX). =
In order to complete your registration and begin using the system, you will need to confirm your account by clicking the
hyperlink below and successfully logging in. You will need to enter the UserID ( } and Password that were selected during
the registration process.
https://test.epacdx.net/COX2/Registration/Emailvalidation?code=b6445771-ebd2-4bfa-97c4-call@edelopa
If you click the link and it appears to be broken, please copy and paste it into 3 new browser window.
Once you have successfully logged inte your account, you may be required to provide additional information. Any additional
information will need to be completed before you are able to access your Program Service.
Please do not respond to this message. If you have gquestions concerning this request, you may contact us by email at epa- i
cdxiBcgifederal.com or by calling the CDX Technical Support 5taff through our toll free telephone support on B88-898-1995 between
Monday through Friday from B:8@8 am to 6:88 pm EST/EDT. For callers from Puerto Rico and Guam, the CDX Help Desk can also be
reached at (279) 494-3580.
Sincerely
CDX Help Desk
United States Environmental Protection Agency - Central Data Exchange
CEDRI CDX User Guide September 28, 2012
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3.9 Identity Verification Process

You will be required to complete the identity verification process prior to accessing the CEDRI
web application. The ‘Identity Verification’ screen will give you the option to use the electronic
identity verification process. The CDX Web application provides an identity verification service
called LexisNexis, which is a third-party service that verifies the user's identity, organization
information and association to an organization. If you choose to proceed with the electronic
verification process, you must click the ‘Proceed to LexisNexis’ button (see Figure 3-14). The
LexisNexis service will launch a new web browser window and navigate you away from CDX to
collect additional Personally Identifiable Information (PII) that CDX does not collect.

The LexisNexis Data Collection window, in Figure 3-15 below, displays the user and
organization information collected by CDX and is not editable. The window also displays text
fields in which you must provide the necessary PII information for LexisNexis to complete the
identity validation. After providing the information, you will be redirected back to CDX Web
where the validation results will be given (see Figure 3-16).

If you choose not to utilize LexisNexis and you click the ‘Sign Paper Form’ button, CDX will
proceed to the existing paper processing option and instruct you to print, sign and mail any
identity proofing documentation (see Section 3.10.2).

Figure 3-14 shows the screen capture for the ‘Identity Verification’ screen:
Figure 3-14: CDX Registration — Identity Verification

[ 2 )
7
\’ United States Environmental Protection Agency

CDX Home ‘ About CDX ‘ Recent Announcements | Terms and Conditions ‘ FAQs ‘ Help Logged in a UIDE {Log out)

CDX Registration: Additional Verification [EACortact Us
Last Login: 8/28/2012 1:43:14 PM

2. Elecronic signature Agreerment

This particular registration requires additional proaof of identity. Your aptions are to print and submit a signed form through U5, Paostal Mail to the U5,
Erviranmental Protection Agency, ar optionally use Lexishexis®, an independent 3rd-Party electronic identity proofing service

Mote: By clicking [Proceed to Verification] you understand the service is totally valuntarily and that you are validating personally identifying information including
last 4 digits of 55N against a 3rd-Party service LexisMexis®, which will return evidence of validation of your personally identifying information back to the U.5.
Environmental Protection Agency. The U5, EPA will not collect ar retain sensitive, personally identifying infarmation such as 55M; howewver, EPA will receive evidence
of identity and organization affiliation validation which may be used to identify you and your organization affiliation for legal purposes.

EFA uses third party sites to provide EFA content in a different format that may be useful or interesting to vou. When we use these sites, the information we
provide is consistent with the intended purpose of the EPA website. Please be aware that the privacy protection provided on third party sites that are not a part of

the epa.gov domain may not be the same as the privacy protection described here.

You may sign the paper farm if you do not want to use the automatic verification process.

[EXIT Disclaimer) Proceed to Verification .m

CDx Help D 34-5500 for callers from Puerto Rico and Guam

EPA Home | About COX W Asked Questions | Privacy and Security Motice | Terrs and Conditions | Contact Us
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Figure 3-15 shows the screen capture for the ‘LexisNexis Data Collection’ screen:
Figure 3-15: CDX Registration — LexisNexis Data Collection

=

@ LexisNexis:

LexisNexis®  Verification for EPA
* Required Fields
Camprany Hame *
Street Address ©
City * State '
Work Phone FEI

Avfhorized Representalive

Last Namwe *

Home Adbdrass *

123 Anystreet
Homee City ° Home State *
Agnyciby W - VIRIGIMLA,
Hormve Plhiome DOE *
04020989

First Hame *

Zip *

S5 Last 4 "

1234

Wil Nane

Homee Zip *

»| (22030

[

About LaxigHexis | Privacy Policy

E
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Figure 3-16 shows the screen capture for the ‘LexisNexis Results’ screen:
Figure 3-16: CDX Registration — LexisNexis Results

2}
7
\’ United States Environmental Protection Agency

CDXHome | About CDX | Recent Announcements | Terms and Conditions | FAQs | Help

CDX Registration: Additional Verification [EAComact Us

iUl =. Electronic Signature Agreement

Your identity verification scores have been received from LexisMexis and will be processed after you select your signature method. If your scores do not meet the
minimum requirements set by the program office and wou select the electronic method, you will onhy be able to sign the paper form.

| Sign Electronically Sign Paper Form

4-5 1 for callers from Puerta Ri and Guam

d Security Motice | Term onditions | Contact Us

After completing LexisNexis data entry, and navigating back to CDX from LexisNexis, one of
the following four scenarios may occur:

1. You successfully validate to the standards after clicking the ‘Sign Electronically’ button.
You can electronically sign the ESA at this point.

2. You do not successfully validate to the minimum standards after clicking the ‘Sign
Electronically’ button. If your identity proofing failed, you can only sign the paper ESA.

3. You choose to sign the paper ESA by clicking the ‘Sign Paper Form’ button.

4. You choose to discontinue the registration process by clicking the ‘Cancel’ button. You
must contact your Registration Maintenance Account Manager (RMAM) to obtain access
to the program role requested. If you do not know your RMAM contact information contact
the CDX Help Desk at 1-888-890-1995 or helpdesk @epacdx.net for assitance.

Note: LexisNexis scores are based on the degree to which the information entered on the
LexisNexis Data Collection form (Figure 3-15) matches the inforamtion contained in the
LexisNexis database. Scores can only be raised by improving the degree to which the
information matches.

3.10 CDX Electronic Signature Agreement (ESA)

If you have not previously provided an electronic signature agreement (ESA) when registering
with CDX, you will be prompted to sign an ESA, which can be signed electronically or
manually. The following sections provide more detail about each option.
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3.10.1 Electronic ESA

CDX provides twenty (20) questions to help validate your identity. You will choose five (5)
questions and provide answers for each. The questions that you select should be easy for you to
remember, but difficult for someone else to guess. You will be required to answer one of these
five (5) questions upon submitting any CEDRI submission files. The question will be randomly
chosen by the system. This method of identity validation is referred to as CROMERR 20-5-1. If
you pass LexisNexis validation and choose to sign the ESA electronically, the application will
verify that the CROMERR 20-5-1 security questions and answers have been set.

If these have been set, you will be directed to the ESA (see Section 3.10.1). If these have not
been set, you will be directed to provide five (5) secret questions and answers before proceeding
to the ‘ESA’ page (see Figure 3-19). The CROMERR 20-5-1 process must be completed before
you can electronically sign the CDX (or CEDRI) ESA. You must click the ‘Save Answers’
button after providing five (5) secret questions and answers.

You will be returned to the MyCDX page once the ‘Save Answers’ button is clicked and an
email as shown in Figure 3-18 will be sent to your organization email account provided during
registration.

If you choose the paper ESA application process, the 20-5-1 questions will not be displayed. If
you need to electronically sign an ESA later, you will be required to provide your 20-5-1
questions and answers before signing electronically.
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Figure 3-17 shows the screen capture for the CROMERR 20-5-1 Question and Answer on the
‘eSIG-PIN Entry’ screen:

Figure 3-17: CDX Registration — Additional Information

2]
\."EPA United States Environmental Protection Agendy CEMTIAL DATS ERCHAMGE CDX‘,

CDX Home | About COX | Recent Announcements | Terms and Conditions | FAQs | Help Logged in as USERGUIDE  (Log out)

[EAContact Us
Last Login: B/2572012 11:25 16 AW
DX Registration: Additional Verification

1. Identity Verification @ 2. Electronic Signature Agresment

Vou are registered for a program that requires ebignature PIN Verification. Please select five (5) challenge questions and answers, The questions that you select
should be questons that vou can remember, but difficult for aryone else 1o guess

select 5 Challenge Questions and Answers

|wnu I8 your favorite author? - |Msmr

COX Help Degk: 8 95 | (70} 494-5500 for callers frorm Puerto Ricd and Cuan

EP& Home | Abowt TN I Frequenthy Asked Questions | Privacy and Security Hotice | Terms and Conditions | Contact Us

After you complete the 20-5-1 process, review the ESA, and click the ‘Sign Electronically’
button, the application will launch the CDX CROMERR widget. As part of the CDX
CROMERR widget process, you will be required to re-validate your user name and password,
provide the answer to your CROMERR 20-5-1 Question /Answer, and officially sign the ESA
(see Figure 3-20 through Figure 3-22).

When you officially sign the ESA, a copy of the ESA, along with the electronic signature, is
stored in the CDX CROMERR archives.
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Figure 3-18: CDX Registration — eSIG-PIN Notification

From: EPA-CON Sent:
Ta

oo

Subject eS1G-PIN Questions Answered

You have provided amswers to 5
eS5IG-PIN questions on on 8/29/2812 11:33:26 4M for (DX user account, USERGUIDE.

A MyCDX Inmbox message has been sent with the questions you selected.

However, for your protection, your answers are not provided. If you forget your gquestions or answers, you may contact the CDX
Help Desk to receive an eSIG-PIN Reset Authorlzation Code.

If you did mot provide eSIG-PIN questions and answers, please contact the CDX Help and alert them of a possible security breach
of your account.

If you have gquestions concerning this message, you may contact CDX Help Desk by email at  helpdesk@epacdx.net by calling
the (DX Technical Support Staff through our toll free telephone support on  888-808-1005 between Monday through Friday from 8:8@
am to 6:0@ pm EST/EDT. For callers from Puerto Rico and Guam, the CDX Help Desk can also be reached at (978) 494-5584.

CDX Registration Homepage
https://test.epacdx.net

United States Environmental Protectiom Agency - Central Data Exchange

4 |

The following figures show the screen capture for the electronic ‘CDX ESA’ screen:
Figure 3-19: CDX Registration — Electronic CDX ESA scroll 1

CDX Home | About COX ‘ Recent Announcements | Terms and Conditions | FAQs Logged in

EdContact Us

Last Login: Bf25/2012 2:58:57 FM

Electronic CDX Electronic Signature Agreement

The CDW electranic signature agreement (ESA) is an agreement besaeen yoursell and COX thar will autharize your electronic signarure. By sigring the ESA you
agree 1o adhere to the conditions listed on the agreerment belms. Once the E3A has bean signed, you will be authorized to sign andfor encrypt information for your
dara flew, Far any questions regarding the COX ESA please contact the CDX Help Desk

U.S. Environmental Protection Agency
ELECTRONIC SIGNATURE AGEEEMENT

In acceptng the electrome signature credential 1ssued by the 7.5, Environmental Protection Agency (EFA) to sign electreme documents submatted
to EPA's Central Data Exchange (CDI0), and as a representative for:

Electromae Signatore Holder Company Information

Organszation Hame 31 FEDERAL GROUF [HC

HAiddrees: 12401 FAIR LAKES CIRCLE

Ciby, Stale, Zip: FAIRFAX, V& 22033

FProvvince:

Country s

Fheme Humbsr: (301) 3851760

E-rail Addmas: tagn wiblsifegifdearal com

Fegistrant's Hams: Tl User Guids

CDE Uesr Mame: USERGUIDEESA

=l
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Figure 3-20: CDX Registration — Electronic CDX ESA scroll 2

LLLJ FEIGE WY IFHLY WIS LM M L LEAST W LT CCIk WG | CEIAALG W SULLY 3/ CLEICY AUV a5 SEIIAMAY WL HIAE VI EAIISAMVLL B GICLLL WLLL SLULLIEE SIS —_

by contactmg the CTX Help Desk as soon as this change m relatonship oceurs and to sign a surrender cerhfication at that e

(12) Agree to retain a copy of this signed agreement as long as 1 continue to represent the regulated entity spectfied above as signatory of the
company s electronic submassions.

Hame of electmrnic signature holder: Wiy User Chude

Signature

Diabe:

PLEASE MAIL THIS DOCTUMENT AS 300N AS POSSIELE TO:

CEDEI Reporting Center
ol CGI Federal, Inc
12601 Fair Lakes Circle
Farfax, V4 22033
Fhone: (888) 890-1995

CEDRI CDX User Guide September 28, 2012
26



CDXs

The following figures show the screen captures for the CROMERR eSignature Widget:
Figure 3-21: CDX Registration - CROMERR eSignature Widget page 1

| certify, under penalty of law that e information provided in this document 15,10 the bast ofmy knowledge and balial, ie, accurate, and
complete, | am aware that theare arg slgnificant penalbies for submitting false infarmation, including the possiblity of ings and Imprsonment far
knowing wiolations

Figure 3-22: CDX Registration - CROMERR eSignature Widget page 2

eSignature Widgat

1. Login into CDX 2. Answer Secret Question 3. Sign File
Lsar: Quastion:
USERGUIDEESA What is your best friend's last name?

Password: Answer:

ssssssss Ward
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3.10.2 Paper ESA

If you do not wish to leverage the LexisNexis process or are unable to be properly validated to
meet the minimum requirements for the program, you will be required to follow the existing
paper ESA process (see Figure 3-23 and Figure 3-24). The paper process allows you to print the
ESA, provide a wet ink signature and mail the signed ESA to the CDX Help Desk (please refer
to the ESA for mailing instructions). The ESA pplication process typically takes 5 to 10 business
days to complete.

A copy of the ESA form is automatically saved in your MyCDX Inbox for future reference and
reprinting. To print, first download the file to your computer. You can then open the file in your
browser for printing.

If you choose the paper ESA application process, the 20-5-1 questions will not be displayed. If
you need to electronically sign an ESA later, you will be required to provide the 20-5-1 questions
and answers before the electronic signing.

The following figures show the screen capture for the paper ‘CDX ESA’ screen:
Figure 3-23: CDX Registration - Paper CDX ESA scroll 1

(]
\"EPA United States Environmenial fign Agency CENTIAL ATA § 4 CHkRG c Dy‘

COXHome | About COX | Recent Announcements | Terms and Conditions | FAQs | Help 0 in as USERGUIDEESA  (Log out)

CDX Registration: Additional Verification EdContact Us
Last Login: /2972012 12:23:36 PM

IRt - El=ctronic Signature Agreement

Paper CDX Electronic Signature Agreement

The COX electranic signature agreemeant (E54) 15 an sgreement between yoursel and COX that will authorize your electranic signature, By signing the ESL you
agree to adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign andfor encrypr information for your
data flow, Far any questions regarding the COX ESA please contact the COX Help Dest

.S, Envirommental Protection Agency
ELECTRONIC SIGNATURE AGREEMENT

In accephng the electromc signature credental issued by the 7.5, Environmental Protechon Agency (EFA) to sign electronic documents submitted
to EPA's Central Data Exchange (CTX), and as a representative for

Electromic Signature Holder Company Information

Chiganszation Hame 01 FEDERAL OROUP INC

Address: 12601 FATR, LAKES CIRCLE

City, State, Zip: FAIRFAX, VA 22053

Province

Country us

Pheme Humber: (301} 383-1760

E-mal Addimss tom. wibleBcpfederal com

Regstrant's Hame: Ir User Guide

CD¥ User Hame: USERGUIDEESA

-l
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Figure 3-24: CDX Registration - Paper CDX ESA scroll 2

(11} Agree to notfy the EPA f T eease to represent the regulated enhty specihied above as signatory of that organizahon's electrome submissions =l
by contacting the CDO Help Desk as soon as this change in relationship occurs and to sign a surrender certification at that tme,

(12) Agree to retam a copy of this signed agreement as long as I contnue to represent the regulated enbity specified above as sipnatory of the
company's electrome submuissions,

Hame of electoras sgnatuze holder; i User Cruade

Signuture:

Diate

PLEASE MATL THIS DOCUMENT AS SOON AS POSSIELE TO:

CELEI Eeporting Center
cfo CGI Federal, Inc
12601 Fair Lakes Circle
Fairfax, VA 22033
FPhone: (B88) B30-1953

EPA Home | Abio

3.11 Registration Notifications

After completing the registration process, you will receive confirmation of successful registration
(see Figure 3-25). If you chose the paper ESA option, you will receive a confirmation email
when your role has been approved (see Figure 3-26).

The following figures show the screen captures for the registration notification emails:
Figure 3-25: CDX Registration — Welcome to EPA CDX Email

From: EPA-CDX Sent: Tue 8/28/2012 1:47 PM
To:

o]

Subject: CD¥ Registration Status Change

b

You have successfully created an account with EPA Central Data Exchange (CDX). You will be notified by e-mail when the m
account has been activated.

CDX Registration Homspage
https://cdx.epa.gov

4
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Figure 3-26: CDX Registration — CDX Registration Approval Email

From: EPA-CDX Sent: Tue8/21/20121:39 PM
To:
Ca
Subject: CDX Registration Status Change - TEST
-
Your Central Data Exchange (CDX)} CDX Role has been activated by EPA. Your CDX Username is
If you have guestions concerning this change in registration status, you may contact us by email at helpdesk@epacdx.net or by
calling the CDX Technical Support Staff through our toll free telephone support on 888-899-19%5 between 8:88 am to 6:88 pm 4
(EST) Monday through Friday.
CDX Registration Home Page
e
CEDRI CDX User Guide September 28, 2012
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4 Logging In

You can log in to CDX by navigating to the CDX home page, entering your User ID and
password, and clicking the ‘Log In’ button in the header (see Figure 4-1). All screens within the

system (e.g., ‘About CDX’ screen, ‘Terms and Conditions screen’, etc.), include the ‘Log in to
CDX’ dialogue box.

You can log in using the CDX credentials established during CDX registration. For issues

regarding a forgotten password, please refer to the ‘Reset Password’ portion of this guide (see
Section 5).

Figure 4-1 shows the screen capture for the ‘CDX Home’ page:
Figure 4-1: CDX Home - Log In

SEPA
\' Unit onmental Protection Agency CENTRAL DATA EXCHANGE CDX‘

CDX Home | About CDX ‘ Recent Announcements | Terms and Conditions | FAQs | Help

C L
Central Data Exchange ontact Us

Log in to CDX
|

Log In Register with CDX

Welcome

Welcome to the Environmental Protection Agency (EPA) Certral Data Exchange (CDX) - the Agency's electronic reparting site. The Certral Data Exchange
concept has been defined a5 a central paint which supplements EPA reporting sy stems by performing new and existing functions for receiving legally
acceptable data inwvarious formats, including consolidated and integrated data.

For more information on radiation and accessing r adiation monitoring data click

Warning Notice and Privacy Policy

Warning Notice

EPA's Central Data Exchange Registration procedure is part of a United States Environmerttal Protection Agency (EPA) computer system, which is for
authorized use only, Unauthorized access ar use of this computer system may subject violators to criminal, civil, and/or administrative action, Al
information on this computer systern may be monitored, recorded, read, copied, and disdosed by and to authorized personnel for official purposes,
including law enforcement. Access or use of this computer system by any person, whether authorized or unauthorized, constitutes consent to these
terms.

Privacy Statement

ERPA wiill use the personal identifying information which you prowvide for the expressed purpose of registration to the Certral Data Exchange site and for
updating and carr ecting information in internal BPA databases as necessary. The Agenoy will not make this information available for other purposes
unless required by law, EPA does not sell or otherwise transfer personal information to an outside third party. [Federal Regicter: March 18, 2002 (Volume
&7, Mumber S2][Fage 12010-12013].

Once you log in, if you passed the identity validation, you will see the ‘CEDRI: Upload
Submission’ link listed in the ‘Services’ section of the MyCDX landing page (see Figure 4-2).
Click this link to access the CEDRI application.
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Figure 4-2 shows the screen capture for the MyCDX screen:

Figure 4-2: CEDRI Program Link on the MyCDX Screen

SEPA.....

CDX Home

vironmental Protection Ag

Logged in as TO WIELE (Log out)

About CDX ‘ Recent Announcements | Terms and Conditions | FAQs | Help

Central Data Exchange

[EAContact Us
Last Login: 8/28/2012 2:54:34 PM

MyC DX | Inbox (3) | | My Profile Submission Historv|

Manage Your Program Services  pyq news/updates.
Status Program Service Name

&

Role(s)

CEDRIl: Campliance and Emissions Data Eeparting Interface

Add Program Service

I Upload Submission I

494-5500 for callers from Puerto Rico and Cuam

EPA Home | About 4 \ Frequently Questions | Privacy and Security Motice | Terms and Conditions | Contact Us
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5 Reset Password

In the event that you forget your password, a ‘Forgot your password?’ link is available on the
‘Login’ screen (see Figure 5-1).

Figure 5-1 shows the screen capture for the ‘Login’ screen/’Forgot your password?” link:

Figure 5-1: Login Screen/Forgot Password Link

Log In Register with CDX

The ‘Forgot your password?’ link directs you to the ‘Password Reset’ screen (see Figure 5-2)
where you are asked to enter your registered email address and user name.

Figure 5-2 shows the screen capture for the ‘Password Reset’ screen 1:
Figure 5-2: Password Reset Screen 1

i
v - D)
\’ United States Environmental Protection Agency CENTRAL DATA EXCHANGE -

CDX Home About CDX ‘ Recent Announcements | Terms and Conditions | Help

Central Data Exchange [AContact Us

Password Reset

Use this form to reset your password. Please enter your registered email address and user D into the text boxes below.

Email # |

User [D ¥ |

COx Help De 0-1995 | (3703 494-5500 for callers from Puerto Rico and Guam

EPA Hame | Abo Privacy and Security Motice | Terms and Conditions | Contact Us

At this point, you will be prompted to provide an answer to a security question previously set
during the registration process. This can be seen in Figure 5-3 below.
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Figure 5-3 shows the screen capture for the ‘Password Reset’ screen 2:

Figure 5-3: Password Reset Screen 2

n
4 - CDX
\’ United States Environmental Protection Agency CENTRAL DATA EXCHANGE -

CDX Home About CDX ‘ Recent Announcements Terms and Conditions | Help

Central Data Exchange [HContact Us

Password Reset

User Information

User ID: tombwible

Email: tam.wible@cgifederal. com

Cuestion What was your childhood nickname?

Answer ¥

——

CDX Help D 0 for callers from Puerto R 1d Guam

EPA Home | About COX | Privacy and Security Motice erms and Conditions | Contact Us

After you click the ‘Submit’ button to confirm your password reset request, the screen illustrated
in Figure 5-4 will appear confirming that your account has been reset to allow you to create a
new password, as well as an email confirmation as seen in Figure 5-5. The system-generated
email will contain a link, which will direct you to a screen allowing you to create a new
password. The following figure shows the screen capture for the ‘Password Reset’ screen:
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Figure 5-4: Password Reset Confirmation

CDX Home About COX | Recent Announcements Terms and Condilions Help

Central Data Exchange [EACantact Us

Password Reset

Your user account has been set to allow you to assign a new password. Please check your email and follow instructions as directed

User Information

User ID: CDXUser

Email: CDXUser@epa.gov

Return To COX Home

905 | (970) 494-55

Figure 5-5 shows the screen capture for the password reset confirmation email:

Figure 5-5: Password Reset Confirmation Email

From: EPA-CDX Sent:
To:

Ca

Subject: CD¥ Password Reset Instructions

[ b1

A reguest to reset your EPA Central Data Exchange account password for (DX user account, ; has been processed. If
you believe you have received this message in error because you have not requested to reset your (DX password, please contact
the Help Desk immediately.

To complete the password reset process click the link below:

https://test.epacdx.net/CDX2 FasswordReset /ResetPasswordscode=14aBaf5l-cb9a-43a3-0c52-fedl 787 bacda

You will be prompted to change your password. This link may only be used one time.

Please note that it is EPA policy that you change your (DX password on a regular basis. As a result, (DX will prompt you to
change your (DX password every 98 days.

If you have questions concerning this message, you may contact CDX Help Desk by email at epa-cdxficgifederal.com or by calling
the (DX Technical Support Staff through our toll free telephome support on 888-89@-1995 between Monday through Friday from
8:0@ am to 5:00 pm EST/EDT. For callers from Puerto Rico and Guam, the CDX Help Desk can alsoc be reached at (978) 494-5500.

(DX Registration Homepage
https://cdx.epa. gonl

United States Environmental Protection Agency - Central Data Exchange

4]

Click the link located in the email to navigate to the ‘Change System Password’ screen (see
Figure 5-6). Once on the ‘Change System Password’ screen, enter a new password in the ‘New
Password’ text field and retype it into the ‘Re-enter New Password’ text field. Click the ‘Submit’
button to navigate back to your main ‘MyCDX’ screen.

CEDRI CDX User Guide September 28, 2012
35



CDXs

The following figure shows the screen capture for the ‘Change System Password’ screen:

Figure 5-6: Change System Password

n
v - CDX
\’ United Sta nvironmental Protection Agency CEMTRAL GATA EXCHANGE -

CDXHome | About CDX ‘ Recent Announcements | Terms and Conditions | Help

Central Data Exchange [AContact Us

Change System Password

The reset code provided in the email has now been deleted. If you reload this page or receive a failure notice that the link you followed
was invalid or that the key provided was already used, you will need to return to the Password Feset page and request a new reset code.

Passwords must be a minimum of 8 alpha-numeric characters {ho spaces or special characters) and contain at least 1 of each of the following: uppercase
character, lowercase character, number. Passwords may not begin with a number nor contain the word "password” nor contain your User Mame. Use the TAE key

to move from field to field.

A required field is indicated with an asterisk(")

MNew Passwaord * In------
Re-enter Mew Password |uuuu

Help D

EPA Horne
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6 For Existing Users

The following section covers the editing of account information for existing users. You must log
in to CDX (Section 4 of this guide) to navigate to the MyCDX screen. From this page, you can
change information related to your user account, profile, program and company.

6.1  Modify User/Organization Information

From the MyCDX page, click the ‘My Profile’ tab (seen in Figure 6-1) to view user and
organization information. To edit user or organization information click the “Modify
User/Organization Information’ tab.

The following figure shows the screen capture for the ‘My Profile’ screen:

Figure 6-1: Modify User/Organization Information

n
# - )¢
\’ United States Environmental Protection Agency CENTRAL DATA EXCHANGE -

CDX Home ‘ About CDX ‘ Recent Announcements ‘ Terms and Conditions ‘ FAQs ‘ Help Logged in as TOMUAELE (Log out)

Central Data Exchange [AContact Us
Last Login: 8/28/2072 7:07:53 PM

| MyCDX | Inbox (3) ‘ | My Profile Submission History |

User Information

User ID:

Name

Last Updated: 5/28/2012 7:07:53 FM
Registration Date: 5/21/2012 2:51:11 FM

Security Question 1: What was your childhood nickname?
Security Question 2: What street did vou live on in third grade?

Security Question 3: What schaol did wou attend far sixth grade?

Organization Information

Frimary Organization = /)

Name Address

CGI FEDERAL GROUP INC 12607 FAIR LAKES CIRCLE, FAIRFAX, WA, 22033,

Modify User ! Organization Information Manage Your Program Services

6.1.1 Part 1: User Information

After clicking the ‘Modify User/Organization Information’ button the My Profile screen is put
into edit mode. In the ‘Part 1: User Information’ section you may change your password by
clicking the ‘Change Password’ hyperlink or change your answers to the security questions (see
Figure 6-2).
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Figure 6-2: My Profile — Part 1: User Information

Last Login: Si2H/ U112 #5390 FM

| My DX | Inbox (3) | My Profile | Submission II|<Ir|r\r|

Essertial information is marked with an asterisk(¥)

Part 1: User Information

Description of Fields 0

User ID TOMUWIELE

Marna Fr Torm L Wikle

Security Question 1 [wiatwas your chilghood nickname? =l —————
Security Question 2 |Wha‘rslreetﬁ|d you Ite an in third grade? ;| [—
Security Question 3 |WhaTs-:houlu:hd you attend for sodh grade? ;I |—

Save User information

6.1.2 Part 2: Organization Details

In ‘Part 2: Organization Details’ section of the My Profile screen you may edit your organization
contact details by clicking the organization name (see Figure 6-3). Clicking the organization
name displays the organization name, mailing address and contact details. Organization contact
details may be edited and saved by clicking the ‘Save Organization Details’ button (see Figure
6-4).

The following figures show the screen captures for the ‘Part 2: Organization Details screen
section:

Figure 6-3: My Profile — Part 2: Organization Details

Part 2: Organization Details

Current Organizations

Click the organization name to view or modify organizaton information,
Primary Organization = 57

IC.GI FEDERAL GROUP INC t"&SS‘ﬂI a2

CEDRI CDX User Guide September 28, 2012
38



CDXs

Figure 6-4: My Profile — Organization Contact Information

Part 2: Organization Details

Current Organizations

Click the organization name to view or modify organizaton information

Frimdfy DFgdaialiog =

| FEDERAL GROUP [k 15 54)

Organization Name (1D}
CCI FEDERAL GROUP INC (16554)

Mailing Address
12607 FAIR LAKES CIRCLE
FAIRFAX, W& 22033

Provide Additional Contact Information:

Ermail® lm
Ee-enter Email® lnrn.unhle@cm
Fhone Mumber® [—
Phone Mumber Ext I_

Fax Nurrber —————

Save Drgan|zation Details

Note: The Organization Name (ID) and Mailing Address may not be changed for a
registered organization. To change an organization’s mailing address a new
organization must be created and registered, and a new ESA must be signed once
data flows are selected for the new organization. Refer to Section 3.7.2.2 for
adding and registering a new organization.

6.1.3 Part 3: Organization Information

The ‘Part 3: Organization Information’ section of the ‘My Profile’ screen allows users to register
additional organizations in their CDX profile. The procedure for adding an organization to your
profile is provided in section 3.7.2.

Figure 6-5 shows the screen capture for the ‘Part 3; Organization Information’ screen section:

Figure 6-5: My Profile — Organization Information

Part 3: Organization Information

Search for your organization uging the texe box below. You rmay search by entenng the Organization Mame or the Organizavon D

6.2 Manage Your Program Services

To add additional program services, or to view and deactivate roles, users can navigate to the
‘Manage Program Services’ screen (see Figure 6-7) by clicking the ‘Manage Your Program
Services’ button from the ‘My Profile’ screen (see Figure 6-6).
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6.2.1 Manage Program Services

To add one of the listed program services, simply select the program service as explained in
section 3.5. The ‘Back to My CDX’ button will navigate you back to the ‘My CDX’ screen.

Figure 6-6 shows the screen capture for the "Manage Program Services’ page:

Figure 6-6: My Profile — Manage Program Services

COX Home | About COX | Recent Announcemenis | Terms and Conditions | FAQs | Help Logged in as E (Log out)

Central Data Exchange [HContact Us
Last Login: 5/28/2012 T:53:46 PM

lM\r(:llI | Inbox (3) | My Profile Submission History |

User Information

User ID:

Hame

Last Updated: 8/28/2012 7:53:46 PM
Registration Dave: 3/27/2012 2:51:11 PM

Security Question 1: What was vour childhood nickname?
Security Question 2 What srreet did you live on in third grade?
Security Question 3: What school did you attend for sixth grade?

Organization Information

Frigary Qrgaaifaion = o

Org. 1D MName Address

16534 CGI FEDERAL GROUF INC 12601 FAIR LAKES CIRCLE, FAIRFAX, VA, 22033, L

s rger e

B=B80=1995 | (370) 454=-5500 for callers from Puerta Rico and Suam
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Figure 6-7: Manage Program Services

&4 Environmental P A =) CEMTRAL DATA EXCHAMGE CDX;

COXHome | About COX | Recent Announcemenis | Terms and Conditions | FAGS | Help Logged in as TOMUWELE  (Log owt)

Central Data Exchange [EACeritact Us
Last Login: 8/28/2012 7.53.46 FM

Manage Program Services

Back to MyCDX

CGI FEDERAL GROUP INC CEDEE Compliance and Emissions Data Eeporting Interface

A 3 n
Izl Z I e Subrmimer { Deactivare )

FAIRFAX, VA 22033
(301) 385-1760

Add Program Sendce Back to MyCDX

CDx Help Desk: BEA-A30- 1995 | (270) 494-5500 far callers from Puerto Rico and Guam

EPA Homie | bout CDX | Frequently Asked Questions | Privac d SeCurimy Notice erms and Conditions | Contact Us

6.2.2 List Roles

Clicking the ‘Collapse/Expand’ link on the ‘Manage Program Services’ screen will hide/display
your role(s) for the corresponding program service (see Figure 6-7).

From this page, you have the option to deactivate the role(s) in the list. If you deactivate a role in
the list, you must provide confirmation in the pop-up box (see Figure 6-8). The ‘OK’ button will
deactivate the chosen role. The ‘Cancel’ button will remove the pop-up box and no action will be
taken.

Figure 6-8 shows the screen capture for the deactivation confirmation pop-up window:
Figure 6-8: Manage Program Services — Role Deactivation Confirmation Pop-up Window

x

\ ? ,]' Are you sune you wank bo deactvate this role?

ok | concel |

To add another role for a separate organization, you must add a new organization profile (Section
3.7 of this guide).
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6.3 The CDX User Inbox

Your CDX user inbox can be accessed, once you are logged into CDX, by clicking the ‘Inbox’
tab. The ‘Inbox’ tab displays the number of unread emails in the ‘Inbox’ in parenthesis on the
tab.

Figure 6-9 shows the screen capture for the ‘Inbox’ screen:
Figure 6-9: CDX Inbox

I:.‘..';'EPA United States Environmental Protoction Agency [ — CDX.,

COX Home | About COX | Recent Anmouncements | Terms and Conditions | FAGQs | Help Logged in as TOMUMELE (Log out)

Central Data Exchange EAContact Us
Last Login- B/28/2012 7:53:46 PM

Inbex (3) | | My Profile | | Submission History

4 iterms found; displaying 1w 4 Page 1of 1

T & From %+ Subject Received $
r CDX CEDRI Dataflow CDX CEDEI Dataflow - Submission Failed B2F 2012 11:58:00 AM
IR] Dataflo CD¥ CEDRI Dataflow = Submission Failed 82372012 3:29:02 PM

r
r CD¥ CEDRI Dataflow CDX CEDRI Dataflow — Submission Completed Bf21f2012 3:00:04 FM
r

CDX Administrator eSIG-PIN Questions Answered Bf21f2012 2:58:19 FM

m Downioad Selecied Attachmenis Mark As Read

A70) 494=-5500 for callers from Puerto Rico and Cuam

@ | Privacy and Security Motice | Terms and Conditions | Contact Us

6.3.1 Viewing and Sorting the User Inbox

A sample view of a user inbox can be seen below in Figure 6-9. This inbox contains four (4)
messages, three (3) of which are new.

Messages in the inbox can be sorted by sender (‘From’), subject, or date (‘Received’). To sort by
one of these options, click the title header of that column and the messages will automatically
sort in ascending order (for sender, subject or date). Clicking the column header again will sort
messages in descending order.

Messages in bold font denote new (unread) message in the inbox. Messages containing the
paperclip icon indicate that the email includes attachments.

Finally, the inbox will return to the default ‘all’ display if the column header is clicked again.

Selecting a message can be done by clicking the checkbox associated with the desired message.
Messages must be selected before attempting to delete or download an attached file. To select
all, click the header checkbox located in the grey header section.

Attachments may also be downloaded by opening the message and clicking the file link located
within.
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6.3.2 Managing Messages

Messages in the inbox can be viewed by clicking the sender (‘From’) text (see Figure 6-10). The
message will open and display as shown in Figure 6-11.

Messages may also be managed as a group. Clicking the box next to a message selects the
message. You can then delete, download attachments, or mark the selected message(s) as read. A
message is marked as read when the font changes from bold to normal.

Figure 6-10: CDX Inbox — Viewing Messages

COX Home | About COX | Recent Announcements | Terms and Conditions | FAQs | Help Logged in as TOMUWIELE  (Log our)

Central Data Exchange [EdContact Us
Last Login: B/28/2012 7-53 46 FM

Inbox {3} | My Profile | | Submission History

4 iterms found; displaying 1w 4 Page 1of 1
I # From % Subject Received &

CODX CEDEI Dataflow CDX CEDEI Dataflow - Submission Failed BI2FL2012 115800 AM
IRI D atafloar CD¥ CEDRI Dataflow = Submission Failed 82372012 3:29:02 PM

CDX CEDRI Dacaflow CDX CEDE| Dataflow - Submission Completed Bj21f2012 3:05:04 PM

COX Administrator eSIG-PIN Questions Answered 212012 2:58:19 FM

EPM Horme | &

Open messages may be printed or deleted by clicking the appropriate button when viewing the
message (see Figure 6-11).
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Figure 6-11: CDX Inbox — Read Inbox Message

CDX Home | About COX | Recent Announcements | Terms and Conditions ‘ FAQs | Help Logged in a3 TOMUMELE  (Log out)

Central Data Exchange FContact Us
Last Login: 8/28/2012 7:46:41 AM

| MyCIDX . Inbox {2} - | My Frofile | .\uhmu-\.mn History |
CDX CEDRI Dataflow - Submission Failed

From: COx CEDRI Dataflow
Date: Bf27/2012 11:58:00 AM

Your submaission failed because an incorrect file type was submitted, You must submit the "ERT Submission File® thar was created in the ERT, The ERT Submissian
File is a Zip file which contains teo files: one Zip and one XML file. Do not change the file name that was creared by the EET software. Please retry your
submittal with the proper Zip file. If you have any questions or reguire assistance, please contact the COX Helpdesk af 1-BEB-BO0-1995 ar

helpdesk @epacdx net.

Subrmission Details:
Subrission |d: T8 7e7d3-7d38-4570-bbE1 -e307a0 1ddees

Submission Time: Maon Aug 27 11: 5732 EDT 2012
Subrniter COX Web User |d: TOMLUWIELE

Back to inbox m Delete

COX Help Desk; 8

EF& Horrig | A bt COoC | Frequently Asked Questons | Privacy and Security Notice | Terms and Conditions | Contact Us

6.3.3 Messages in the User Inbox

The items in the system inbox will be similar to those received at the email address you provided
during registration. While the message and title are subject to change, you can expect to see
some of the following messages in your CDX inbox:

¢ Subject: Welcome to CDX — This message is received upon CDX registration welcoming you
to the Central Data Exchange.

¢ Subject: CEDRI ESA is attached — As part of the registration process, you will be required to
print and sign an Electronic Signature Agreement (ESA). A digital copy of this form is
available for download from this message in your user inbox.

e Subject: eSIG-PIN Questions Answered — This message is to inform you that you have
successfully established your 20-5-1 question and answer sets. The email contains the five
questions you have chosen, but for security purposes, does not include your answers.

¢ Subject: CDX CEDRI Dataflow — Submission Completed — This message will appear after you
have successfully submitted a document with the CEDRI tool. It informs you that you have
successfully signed a document with CROMERR and that it successfully reached the
backend system.
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7 CEDRI: File Submission Process

The following section covers the submission process for CEDRI users. You must log in to CDX
(Section 4 of this guide) to navigate to the MyCDX screen. From this page, you have the ability
to access the CEDRI Web application by selecting the ‘CEDRI: Upload Submission’ link in the
‘Services’ section (see Figure 7-1).

The following figure shows the screen capture for the ‘MyCDX Landing Page.’
Figure 7-1: MyCDX Landing Page

%EPA United States Environmental Protect oy CENTIAL GATA EATHANGE CDX-

CDXHome | About CDX ‘ Recent Announcements | Terms and Conditions | FAOs | Help Logged in as TOMLWELE (Log out)

Central Data Exchange EdCantace Us
Last Login: 8f29/2012 7-46-47 &M

KT DX | | Inbox (2} | | My Profile |Suhmissinn HiS(DI"\f|

Manage Your Program Services

Mo newsfupdates.
Status  Program Service Mame Raole(s)

& CEDRI: Compliance and Emissions Dara Reporting Interface

Add Program Service

EP& Horre | &

7.1 File Preparation

As indicated earlier, the ERT is required to generate the file meeting the specifications required
by CEDRI. After generating a compliant submission file, the ERT application provides a link to
CDX for you to sign in and upload the file that the ERT created.

From the ERT Main Menu screen (Figure 7-2) clicking the Create ERT Submission Package File
button brings up the dialogue to make associations between source test runs and process
information, to create and verify the content of the generated XML file; to provide submission
information; and to create the file which is to be selected for submission to CEDRI through
CDX. Full instructions for completing or reviewing the source test information entered into the
ERT are available in the ERT Users Manual.

CEDRI CDX User Guide September 28, 2012
45



Figure 7-2 - ERT Create Submission Package File

o\ 9 oG e ERT v4 8/24/2012 - B x

ey —

Home Acrobat (7]

i x
/¥, Compatibility Warning This database uses some features which may be incompatible with the curre... More Info ...

ERT - Main Menu

Setup / Test Plan Test Data Test Plan Review Printed Reports

Test Plan Test Plan Review Select Report [ Data
y ; : : Table
Gk Test Data Review |

SCC Tester Comments . Observer Comments

Administration

Locations/Methods Report Signatures Test Review Help | Sys. Reports

Process Info . Attachments Test Reviewer Comments

Select Project Data Set ] ’Creahe Mew Project Data Set J l Save Project Data Set As “ Compact Project Data Set ]

Data et Systems\ProjectData\COX_SubissionsiLehigh_Cement_Company_08-01-2012_10-37\Lehigh

Cement Company_08-01-2012_10-37.accdb

Current Project F:_‘Eocumenm and Settings\All Users'\Desktop\EPA_Data

o submisiton

+ | SubmitDate « | SubmittedTo .Subm'rt'ledFr - Comment
412372012 Stephen Schell
™

| Submit Test Report | 4124/2012| | Stephen Schell| 2nd attempt

| Other ' 8/1/2012 CEDRI | Stephen Schell| DJF Test Resufts for Lehigh WBRAD
Cement Company Cemen

| I I | ] |
Submit Test Bennrt /47017 FPA CT) Kurt Deer cne T

| Record: 14 < 10f4 (T | K Mo Filte | Search |1 T »

The ‘Create ERT Submission Package File’ dialogue (Figure 7-3) is used to create and save the
ERT submission package. When the file creation process is completed, the ERT displays the
complete file path and file name in the grey box adjacent to item ‘3. Create ERT Submission.’
The file name (underlined in red in Figure 7-3) is to be selected in the CEDRI file upload
process. All ERT generated submission files will follow the naming convention used in the
figure. The naming convention consists of the Facility Name used in the ERT followed by the
date and time of file creation and then the letters “pkg.”Each of these components are separated
with a low line character “_”.

Optional step ‘4a. Go to the CDX Website’ opens your browser and takes you to the CDX Log
In web page. Once logged into CDX you may upload the ERT submission package file.
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Figure 7-3 - ERT Submission File Identification and CDX Link

2] Create ERT Submission File i i

Complete the steps below to create an ERT Submission File

i : S
.E Set/Review Test and Process Run Associations

Enter Project Data Set Submittal Data

Action |Submit Test Report v|

Date: | 9/4/2012
Submitted To: |EF'.6. CD% System |
Submitted To Email: |

Submitted From: |Kurt Deery W
‘Submitted From Email: |Kdeery@|ehighcement.cu:um |
Comment:

I 3 | Create ERT Submission

cmmmsmwuﬂmwmm Data
Systems\ProjectData\COX_ Subizsions\Lehigh_| Cement Company._ | 08-01-2012 1#&%
Cement Company 09-04-2012 12-12 @gg

Optional Steps

7.2  File Upload

After selecting the ‘CEDRI: Upload Submission’ link, you will be redirected to the CEDRI
landing page. Select the ‘Submission’ tab (see Figure 7-4) to access the ‘File Upload’ page, from
which you can upload a document for submission. Upon accessing this page, you may encounter
a security warning popup message, an example of which is shown in Figure 7-5. Select the
checkbox with the label ‘I accept the risk and want to run this application.” To prevent this
warning from appearing in the future click the ‘Show Options’ button and select ‘Always trust
content from this publisher.” Click the ‘Run’ button to proceed to file upload process.
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The following figure shows the screen capture for the CEDRI landing page.
Figure 7-4: CEDRI Landing Page

[ECaontact Us
Welcome TOMLWIELE

MyCDx W CEDEI Help

L[ 110k
Help Swhmission
B | Se=—

My Submissions

Logout CEDRI User Cuide

Impaortant!
Sources thar are required by regulation to electronically submit performance test dara to EPA’s WebFIRE darabase must submit
the performance test data in the file format generated through use of EPA's Electronic Reporting Tool (ERT) (see

hirtp: [/ et e pagowf o chief ferfindes. homl). You st use the ERT o generate an "ERT Submission File.' The ERT Submission
File will be in the format of & Zip file, This Zip file contams sao files: one Zip and one XML file, Your file must be in the proper
formar for a successful submimal. Please do not change the file name that was generated by the ERT sofrware.

Only data collected using test methods listed on the ERT website (howp: /fwns. epa gowfon/ chief/emfert_info. huml should be
submitted electranically to WebFIRE, Sources who claim that some of the information being submitted in their performance tests is
confidenval business information (CED must mail a completed ERT file including the CEl on a compact disk er other commonly
used electronic storage media cleary marked as CBl to U5, EPASOAPQS/CORE CBI Office, Attention: WebFIRE Administrator, MD
C404-02, 4530 Old Page Rd., Durham, NC 27703, In addition, the same ERT file with the CBl omitted must be
submitted to EPA wia C0X,

Instructions on how to submit a file:

Zelect the Submission' tab to access the "File Upload' page.
Upan aceessing the File Upload' page, click the ‘Browse' button and select the Zip file that you generated in the

EET Please do not change the file name that was generated by the ERT software.

Click the Submit’ button

Accept the certfications conditions

Upan accepting, enter your passward and your answer ta the secret question and click the Sign' button,

Afrer vou sign your submission, one of the three scanarios will ocour

a  four submission will be successfully signed and stored in the COX CROMERE archive and you will receive a notificatian
that vour submission is being processed. Shortly after vou successfully sign the submissian file, vou will receive an
email notifving vou of the status of vour submissian. If vaur submission successfully reached the backend sustem of the

]

o b

The following figure shows the screen capture for the security warning popup message.
Figure 7-5: Security Warning Popup Message
security warning |
Do you want to run this application?

Manne: cromerr
Pubdisher: UNENOWH
From: hitps: ) ftestrgn, spacdonodes, net

Risk:  This application will run veith unrestricted access which may put your computer and
personal infarmation ot risk. Run this application onby if you brust the publisher,
More Information

Select the box below, then click Run bo start the application

@mnmmmmm&uw. | Run | Cancsl
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Note: Two security warnings will be displayed: one for the file upload applet and one for
the CROMERR applet. The security warnings are generated by the browser and therefore
may differ from that shown depending on the browser, and browser version, you are
using.

To begin the document upload, click the ‘Browse’ button (see Figure 7-6). The file dialogue
window will open, allowing you to navigate to the submission file that was previously generated
by the ERT software and saved to your local hard drive. You should not make any changes to the
file name generated by the ERT software. Select the submission document that you would like to
upload and click the ‘Open’ button (see Figure 7-7). Once the document is selected, click the
‘Submit’ button to initiate the signature process (see Figure 7-8). If you click the ‘Submit’ button
without selecting a file, the system will display an error stating ‘Please select a file.’

The following figure shows the screen capture for the ‘File Upload’ screen, with the ‘Browse’
button selected.

Figure 7-6: File Upload Screen: Browse for a File

[EContact Us
Welcome TOMLUWIELE
My C DX MyZDi W CEDRI Submission

Inbox 1
Help | | Submission

My Submissions

Logout I portand

Sources that are required by regulation to electronically submit performance test data wo EPA's WebFIRE darabase must submit
the performance test data in the file format generated through use of EPA's Electronic Reporting Toal (EET) (see

g feanar. epa govfung chiefferfindes henl). You must use the ERT o gererate an 'ERT Submission File.' The ERT Subrission
File will be in the format of a Zip file. This Zip file contains tew files: one Zip and one XML file. Your file must be in the proper
format for a successiul subminal. Please do not change the file name that was generated by the ERT sofvware.

Only data collecred using rest methods listed an the ERT website (hop: [/ fussn. epa gow/renf chieffertfert_info_hernl) should be
submitted elecronically to WebFIRE. Sources who clairn that some of the information being subrmitted in their performance tests is
confidential business informaton (CBI must mail a completed ERT file including the CEl on & compact disk er ether commanly
used electronic storage media clearly marked as CBl to U5 EPAJOAPCS/CORE CBI Office, Amention: WebFIRE Administratar, MD
Ca04-02, 45830 0ld Page Rd., Durham, NC 27703, In addition, the same ERT file with the CEl omimed must be
submitted to EPA wia CDX.

To submit & Zipped ERT Submigsion file, click the Erowse button and select the Zipped ERT Submizsion file to be uploaded and
then click the Subrmit buton.

File: Browse. ..

CD¥ Help Desk: (8 95 | (970) 494-5500 for callers from Puerto Rico and Guam
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The following figure shows the screen capture for the ‘File Upload Dialogue’ screen.

Figure 7-7: File Upload Dialogue

Lockin: |5} Lehigh_Cement_Company_05-01-2012_10-37 <] @

£='] Lehigh_Cemerk_Conpany_08-01-2012_10-37, 2codb
@ Lehigh_Cemert_Company_08-01-2002_10-37 lacc

wpany_05-04-2002_12-12_PEG, zig
_05-05-2012_09-27.xml
= Lehigh_Cemerk_Company_09-05-2012_09-28.xml

Desktop

1

Ivhr Dacirmsnits

Ty Metwsork

Places

Filz name: '.M_Cummt_':mmal'ﬁr_mméﬂlz_lz- 12_P¥G.aip l Cpen I ||

Fles o type:  [alies =l Cancal_|
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The following figure shows the screen capture for the ‘File Upload’ page with the ‘Submit’
button selected.

Figure 7-8: File Upload Screen: Submit File

EContact Us
Welcome TOMLWELE

Ltk MyCDi »CEDR] Submission

Inbox
- Submission

My Submissions

Logout
Important!

Sources that are required by regulation to elecrronically subrmit performance test dara ta EPA's WebFIRE database rmust submic
the performance test data in the file format generated through use of EPA’s Electronic Eeporting Tool (EET) (see

b fesini. epa gowfrenf chief e inde s beml). You rmust use the ERT 1o generate an 'ERT Submission File." The ERT Subrmission
File will be in the format of a Zip file. This Zip file containg two files: one Zip and one XML file. Your file must be in the proper
farrmat for & successiul submintal. Please do not change the file name that was generated by the ERT sofvoware.

Cnly dara collecred ugirg rest methods listed on the ERT webgite (hop: / fewes epa.govforny/chieff erfer_infa htrml) should be
submitted electronically to WebFIEE. Sources who claimn that some of the information being submitted in their performance tests is
confidential business information (CEl} must mail a complered EET file including the CEl on a compact disk or ather commonly
used electronic storage media clearly marked as CEl to U5 EPASQAPOS/CORE CEIl Office, Attention: WebFIRE Administrator, MD
C404-02, 4930 0ld Page Bd., Durharm, NC 27703, In addition, the same ERT file with the CEl omitted must be
submitted to EPFA via CDX.

To submit a Zipped ERT Subrmission file, click the Browse bumon and selece the Zipped ERT Subrmission file wo be uploaded and
then click the Submit button.

File Upload

File:

M_ml?_la—lm.zb Browse. .. I

O for callers from Pusroo Rico and Cuam

7.3  Document Signature

After selecting the ‘Submit’ button on the ‘File Upload’ page, you will be presented with the
certification conditions for the document signature. To accept the certification conditions, select
the ‘Accept’ button (see Figure 7-9). You can decline the certification conditions by selecting the
‘Decline’ button. This will cancel the signature dialogue and you will not be able to proceed with
the file upload.
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The following figure shows the screen capture for the ‘Certification Statement’ screen.

Figure 7-9: Certification Statement

| cervfy, under penalty of law, that this document and all attachments were
prepared under my direction of supervision in accordance with a system desgned
to assure that qualfied personnel properly gather and evaluate the informatbon
submitted, Based on rmy inquiry of the person or persons who manage the system,
or those persons directly responsible for gathering the information, the information
submitted is, to the best of my knowledge and belief, true, accurate, and complete
| am aweare that there are significant penaltes for submitting false information,

including the possibilty of fines and imprsonment for knewing violations

File Marme: C:\py_datal_Projects\EPACDY InfrastwructureCOX2
Tesurg'Lehigh_Cement_Company_08-01-2012_10-
A7Lehigh_Cement Company_09-04-2012_12-12_PKG zip

File Size: 4124.59 KE
Accep Pecline

After you accept the certification conditions, the application will launch the CDX CROMERR
eSignature widget. As part of the CDX CROMERR widget process, you will be required to
re-validate your user name and password, provide the answer to your CROMERR 20-5-1

Question /Answer, and officially sign the submission document (see Figure 7-10).

The following figure shows the screen capture for the ‘eSignature Widget.’

Figure 7-10: eSignature Widget

eSignature \Widget

1. Login into CDX

User:
FREMCHOOT

2. Answer Secret Question 3. Sign File

Question: -
Who is your favarite all-time entertainer?

Dacownrd:
L2111 Ll ]}

BT =1
I | test

Welcome Robert Kaole

Carrect Answear

close

7.4  Confirmation

After you sign your submission, one of the two following scenarios will occur:
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® Your submission will be successfully signed and stored in the CDX CROMERR archive.
You will receive a notification that your submission is being processed (refer to Section 7.4.1
for details).

® Your submission fails. You will be advised to re-submit your file or contact the CDX Help
Desk (refer to Section 7.4.1 for details).

The sections 7.4.1 and 7.4.1 below will provide greater detail for each scenario.
7.4.1 Failed Submission

If any system errors occur after you upload and sign the submission file, you will be redirected to
the ‘Failed Submission’ page (see Figure 7-11). The ‘Failed Submission’ page will inform you
that the submission failed and advise you to retry submitting your file or to contact the CDX
Help Desk.

The following figure shows the screen capture for the ‘Failed Submission’ screen.

Figure 7-11: Failed Submission

(s )
-
" United States Environmental Protection Agency

EAContact Us
Welcome SVETLAMAJEMSENDEY

el WhC O » CEDRI Subrmission Results

Inbox
- Submission

My Submissions

Logout Your Submission Failed.

Flease retry submitting the file later or contact the Help Desk for assistance in submitting your file:
Phone: (BEE) 820-1995
Email: helpdesk@epacd:x. net

Details

Created T12/5/2011 4:08:08 FM

User ID SWVETLANAJEMSEMDEY

Submit Another File

O for callers from Puerto Rico and Guam

7.4.2 Successful Submission

If the submission was successfully signed, you will be redirected to the ‘Successful Signature’
page, which will notify you that the submission is being processed and that you will be receiving
an email about the status of your submission shortly. You may submit another file by selecting
the ‘Submit Another File’ button (see Figure 7-).
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The following figure shows the screen capture for the ‘Successful Signature’ screen.

Figure 7-12: Successful Signature

[ 2 )
7
\’ United States Environmental Protection Agency

EHContact Us
Welcame FREENCHOOT
NvCDE IO » CEDR| Submission Results

Inbox
- Submission

My Submissions

Logout Your submission is currently being processed. You will receive a confirmation email about the

status of your submission shortly.

Details

File Name cedri-submissian zip

Submission ID _b4ecaBG4-3660-465a-a519-812ad209af 59
Dataflow CEDRI

Created T2410/2017 3:15:36 PM

User ID FEEMNCHOO?

Role Subrmitter

| Submit Another File |

ot callers fram Puerto Rico and Cuam

Shortly after you successfully sign the submission file, you will receive an email notifying you of
the status of your submission. If your submission was received by CDX and archived in the
CROMERR archive, you will receive an email titled ‘CDX CEDRI Dataflow - Submission
Completed’ in the email account that you provided when you registered with CDX (see Figure
7-). You will also receive a submission notification email in your CDX Inbox (see Section 6.3

for details about the MyCDX Inbox).

If for any reason your submission failed to reach the database, you will receive an email titled
‘CDX CEDRI Dataflow - Submission Failed’ (see Figure 7-). Your submission can fail for
multiple reasons, some of which include:

¢ Invalid File - If you receive an ‘Invalid File’ notification, navigate back to your submission
file and ensure it adheres to the correct format. The CEDRI submission file must adhere to
the following format:

— The submission file must have a .Zip extension

— The submission file must contain two (2) files inside of it:
» one (1) .Zip file
e one (1) . XML file

If you verify that your file is in a correct format, re-try your submission. If the problem
persists, contact the CDX Help Desk at 1-888-890-1995 or helpdesk @epacdx.net.
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¢ System Error - If you receive a notification email that the submission failed due to a system

error or technical difficulties, re-try your submission. If the problem persists, contact the
CDX Help Desk at 1-888-890-1995 or helpdesk @epacdx.net.

The following figures show the screen captures for the submission notification emails.

Figure 7-13: Submission Completed Notification Email

From: testcdx Bepa.gov Sent:
To

Cc

Subject: 0¥ CEDRI Datatiow - Submission Completed

Your submission was successfully signed and has reached the CDX. To view the details of
please log into CEDRI application and select the "My Submissions" link in the left navi

jour submission,

n Wed Dec 28 15
er CDX Web User Id: MRCIOLER

This message i= being sent t
contact the CDX Helpdesk at

= a confirmation of your submission. If you did not perform this submission please
90-1995.

Figure 7-14: Submission Failed Notification Email

From: testcon@epa, gov Sent:
Ta:

Cc

Subject: CDX CEDR] Dataflow - Submission Failed

Your submission failed because an incomrect file tvpe was submitted. You must submit the "ERT Submission File" thar was created in the ERT. The ERT Submission File is a Zip file
which contains two files: one Zip and one XML file. Do not change the file name that was created by the ERT software. Please retry vour submittal with the proper Zip file. If vou
have any questions or require assistance, please contact the CDX Helpdesk ar: 1-888-890-1993 or helpdesk @ epacdx net

Submission Details:

Submission Id: _78177d3-7d38.
Submission Time: Mon Aug 27 11:57:39 EDT 2012
Submitter CDX Web User Id: TOMLWIBLE

{9-bb61-e307a91ddees

In the event of technical problems with CDX that are preventing file submissions, the email

4

notification shown in Figure 7-15: Submission Failed (Internal Error) Notification Email will be

delivered to your organization email account and to your inbox in CDX.

Figure 7-15: Submission Failed (Internal Error) Notification Email

From Sent
Ta:
(43
Subject CD¥ CEDRI Dataflaw - Subsmission Failed
Your submission failed. Please retry vour submission. E_IntemalFrror: We are currently experiencing technical difficulties.
Submission Details
Submissien [d: _6705efel-262f-4280-8155-75223601 Th8a
Submission Time: Tue Jun 12 11:48:36 EDT 2012
Submitter CDX Web User Id: SVETLANAJENSENDEV
If vou have any questions or require assistance, please contact the CDX Helpdesk at; 1-888-890-1995 or helpdesk @ epacdx net
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7.5 Help Page

You can navigate to the ‘Help’ page by clicking the ‘Help’ tab (see Figure 7-16). The ‘Help’
page will contain the following features:

e A link to the User Guide.

¢ CEDRI-specific instructions on how to make/view submissions, including instructions on
how to use specific fields.

The following figures shows the screen captures for the ‘Help Page’ screen.
Figure 7-16: Help Page Scroll 1

EdCaontact Us
Welcome TOMLUMWELE
MyCDOX wCEDRI Help

Help | [Submission

Logout CEDR| User Guide

Importand

Sources that are required by regulation to elecrronically submit performance vest dara vo EPA's WebFIRE database must submit
the performance test data in the file format generated through use of EPA's Electronic Eeporting Tool (EET) (see

b ferane. epagoviun/chielfemfindex buml). You rmuge use the ERT o generave an 'ERT Submisgsion File.' The ERT Submission
File will be in the format of a Zip file. This Zip file contains two files: one Zip and one XML file. Your file must be in the proper
farrrat for a successlul submmal. Please do not change the file name that was generated by the ERT sofvware.

Only dara collecred using vest rethods listed on the ERT website (hirp: § fuves. &pa gov/on f chief f ertfer_info_html) should be
submitted electronically to WebFIEE. Sources who claim that some of the information being submitted in ther performance tests is
confidential business informarion (CEl) must mail a complered ERT file including the CEl on a compace disk or ather commonly
used electronic storage media clearty marked as CEl to U5 EPA/QAPOS /CORE CEI Cffice, Attention: WebFIEE Administrator, MDD
C404-02, 4930 Old Page Bd | Durham, NC 27703, In addition, the same ERT file with the CEl omirted must be
submitted to EPA wia CDX._

Instructions on how to submit a file:

Select the Submission’ tab to access the File Upload' page.

Upon accessing the 'File Upload' page, click the "Erowse” button and select the Zip file that you generated in the

ERET. Please do not change the file name that was generated by the ERT software.

Click the Submit’ butmon.

Accept the certifications conditions,

Upon accepting, enter your password and your answer to the secret question and click the 'Sign’ button

After you sign your submigsion, one of the three scenarios will oeeur:
Your submission will be successfully signed and stored in the CDX CEOMERE. archive and wou will recene a notification
thar your submission i being processed. Shordy after you successfully sign the subrmission file, you will receive an
ernail nowfying wou of the staws of vour submission. If vour submission successfully reached the backend system of the
WebFIRE database, you will receive an emal tided COX CEDREI Dataflow - Submission Completed’ to the ermail account
that you provided when you registered with CDOX.
Yaur submission will be suceessfully signed and stored in the COX CROMERR archive and you wall receive a natfication
that your submission is being processed. Shortly after you successfully sign the submission file, you will receive an
email notifying you af the status of your subrmission. i for any reason your subrmission failed to reach the database, you
will receive an email tded 'TOX CEDE] Dataflow - Submission Failed', which will achise you to re=subrmit vour file or
contact the COX Help Desk.,
Wour subrmission will not be successfully signed and stored in the CO¥ CROMERE archive. In this event, you will be
redirected ta the ‘Failed Submission’ page. The 'Failed Submission’ page will inform you that the submigsion failled and
achvise you to re=try submitting your file oF to contact the COX Help Desk.

Flease cantace the Help Desk for assistance with any quessons
Phone: (888) 890-1923
Email: helpdesk@epacd:. net
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8 CEDRI: Review Submission Process

The following section details how you can navigate to and review all submissions that you have
previously made to the CEDRI Web application. This can be accomplished via the ‘My
Submissions’ tool. To access the ‘My Submissions’ tool, you must first log into CDX using the
credentials established during the CDX registration and select the ‘CEDRI: Upload Submission’
link (see Figure 7-1). This will take you to the CEDRI landing page, where you can select the
‘My Submissions’ link on the left-hand navigation pane (see Figure 8-1).

Figure 8-1 shows the screen capture for the CEDRI landing page.

Figure 8-1: CEDRI Landing Page — My Submissions

EdCaontact Us
Welcome TOMLUMWELE
MyCDx MyZDH WwCEDRI Help

Inbox :
Help | | Submission

My Submissions

Logout CEDR| User Guide
Importand
Sources that are required by regulation to elecrronically submit performance vest dara vo EPA's WebFIRE database must submit
the performance test data in the file format generated through use of EPA's Electronic Eeporting Tool (EET) (see

b ferane. epagoviun/chielfemfindex buml). You rmuge use the ERT o generave an 'ERT Submisgsion File.' The ERT Submission
File will be in the format of a Zip file. This Zip file contains two files: one Zip and one XML file. Your file must be in the proper
farrrat for a successlul submmal. Please do not change the file name that was generated by the ERT sofvware.

Only dara collecred using vest rethods listed on the ERT website (hirp: § fuves. &pa gov/on f chief f ertfer_info_html) should be
submitted electronically to WebFIEE. Sources who claim that some of the information being submitted in their performance tests is
confidential business informarion (CEl) must mail a complered ERT file including the CEl on a compace disk or ather commonly
used electronic storage media clearty marked as CEl to U5 EPA/QAPOS /CORE CEI Cffice, Attention: WebFIEE Administrator, MDD
C404-02, 4930 Old Page Bd | Durham, NC 27703, In addition, the same ERT file with the CEl omirted must be
submitted to EPA wia CDX._

Instructions on how to submit a file:

. Gelect the Subrmission’ tab to access the 'File Upload' page.
Upon accessing the 'File Upload' page, click the "Erowse” button and select the Zip file that you generated in the
ERET. Please do not change the file name that was generated by the ERT software.
Click the Submit’ butmon.
Accept the certifications conditions,
Upon accepting, enter your password and your answer to the secret question and click the 'Sign’ button
After you sign your submigsion, one of the three scenarios will oeeur:

a. Your submission will be successfully signed and stored in the CDX CROMERF. archive and you will recenve a notification
thar your submission i being processed. Shordy after you successfully sign the subrmission file, you will receive an
email nowfying wou of the stames of wour subrnission. If vour submission successfully reached the backend system of the
WebFIRE database, you will receive an emal tided COX CEDRI Dataflow - Submission Completed’ to the ermail account

[

T B oW

8.1  Recently Submitted

You will be directed to the ‘Recently Submitted’ page, which will list the last twenty (20)
submissions (see Figure 8-2). The submissions will be listed in a table format. The table will
contain the following metadata about each submission:

e Submission ID
e Dataflow

® Description
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e Date and Time Created

You can access details about a submission by clicking the ‘Submission ID’ hyperlink (see Figure
8-2). Please refer to Section 8.2 for directions on how to navigate around the ‘Submission
Details’ page. You can download a submission by clicking the hyperlink in the ‘Download’
column (see Figure 8-3). This will download your submission in a .Zip format, which you can
open and view or save to your local hard drive (see Figure 8-4). The submissions can be sorted
by submission ID, dataflow, description date and time created. To sort by one of these options,
click the arrow button next to the header title (see Figure 8-5).

The following figures show the screen captures for the ‘Recently Submitted Page.’
Figure 8-2: Recently Submitted Page

E nited £ ronmental Protection Agency NTR, TA EXEHANGE
I ‘ k d Pi A C}
\’ Unite ironmental Protectio ¥ CENTRAL DATA EXCHANC .

My Submissions EACantact Us

Logged in as FRENCHOO7
MyCDX -
History Search

Inbox

You are here: Recently Submitted
Logout

Recently Submitted

Page 1

Submmission |d # Dataflow 4  Description # Created * Dawenload

_2FFVedBY-0073-4080-8cf7 - CEDRI CROMERR CEDEI Dec 11, 2011 9:28:35  Link [zip)
deBc0564fEc0 Uplaad AM

_bdecaB&4-3660-465a- CROMERE CEDEI Dec 10, 20771 3:14:36  Link (zip)
a519-812ad209af55 Upload Fr

r callers from Puerto Bico and Guam

Note: All files successfully submitted will be listed in the ‘Recently Submitted’ list
whether or not the file was valid, invalid, or failed to load to WebFIRE. The status of
each submission can be found in the Inbox message corresponding to each submission
file.
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Figure 8-3: Recently Submitted — Download a Submission

ntal Protection Agency CENTRAL DATA EXCHANGE CD .

BAContact Us

My Submissions
Logged in as FRENCHOO7

MyCDX
v History | | Search

Inbox

You are here: Recently Submitted
Logout

Recently Submitted
Page 1

Submmission |d # Dataflow 4  Description # Created * Dawenload

_2FFVedBY-0073-4080-8cf7 - CEDRI CROMERR CEDEI Dec 11, 2011 9:28:35  Link [zip)
deBc0564fEc0 Uplaad AM

_bdecaB&4-3660-465a- CROMERE CEDEI Dec 10, 2077 3:14:36 | Link (zip)
a519-812ad209af55 Upload Fr

r callers from Puerto Bico and Guam

Figure 8-4: Download Submission Dialogue
T |
Do you want to open or save this hle?

ﬂ Mame:  cromen-submissans-08-29-201 2-0843 zip
Twpe: Windip Fie
Frome  estnpn. epacdsnode net

Open Save Carcel

% wihile Hes from the Inlsenel can be ussful, some lies can pobertialy
hiaimm pour computed. 1f pou do not tugt the sowce, do not open of
zawe bhiz fie. What's the risk?
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Figure 8-5: Recently Submitted - Sort Submissions

<EPA X
.
\' United States Environmental Protection Agency CENTRAL DATA EXCHANGH CD LY

My Submissions EACantact Us

Logged in as FRENCHOO7
MyCDX -
History Search

Inbox

You are here: Recently Submitted
Logout

Recently Submitted

Page 1
Subrmission IE Dataflow 4  Description # Created * Dawenload

_2FFVedBY-0073-4080-8cf7 - CEDRI CROMERR CEDEI Dec 11, 2011 9:28:35  Link [zip)
deBc0564fEc0 Uplaad AM

_bdecaB&4-3660-465a- CROMERE CEDEI Dec 10, 20771 3:14:36  Link (zip)
a519-812ad209af55 Upload Fr

500 for callers from Puerto Eico and Guam

8.2  Submission Details

Upon clicking the ‘Submission ID’ hyperlink in the ‘Recently Submitted’ or ‘Search Results’
pages (see Figure 8-2 and Figure 8-12), you will be redirected to the ‘Submission Details’ page
(see Figure 8-6). The page will be sub-divided into three (3) sections: submission details, creator
details and documents set.

The ‘Submission Details’ section will contain the following metadata:

e Submission ID

® Description

¢ Dataflow

¢ Date and Time Created

You can download the submission by clicking the ‘Download Submission as .zip” hyperlink in
the ‘Submission Details’ section (see Figure 8-6). This will download your submission in a .Zip
format, which you can open and view or save to your local hard drive (see Figure 8-4).

The ‘Creator Details’ section will provide the following details about the user and organization
that were collected when the user registered for CDX:

e User ID
e Name

® Organization Name
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The ‘Documents Set’ section will list the following details about the document and its signature:
® Name
e Size
e Category (submission or XML signature)
¢ Date and Time Created

You can download the document or the signature by clicking the hyperlink in the ‘Name’
column (see Figure 8-7).

The ‘Documents Set’ section will also show the status of the submission’s signature. You can
revalidate the signature by clicking the green arrow button located next to the ‘Signature’ field
(see
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Figure 8-8). A signature with a ‘Valid’ status indicates the document is the original document
submitted and has not been altered.

If after revalidating the signature, the status is ‘Invalid,” you will be advised to contact the CDX
Help Desk at (888) 890-1995.

The following figures show the screen captures of the ‘Submission Details Page.’

Figure 8-6: Submission Details Page

My Submissions EAContact Us

MyCDX History | | Search

Inbox

Logged in as FEENCHOO7

fou are here: Search » Search Results » Submission Details
Logout

Submission Details

Submission Id _2F¥TedBT-0073-4689-8cf7-deBc0564fGc0
Description CROMERR CEDRI Upload
Dataflow CEDEI

Created Dec 17, 2077 0G:25:30 AM

Download Download Submission as .zip

Creator Details

User Id FREMCHOO?
Name Fobert Kaole
Organization Name cgi

Documents Set Signature: valid @

Mame Size {(kb) Category Created
ARREOWS. zip 779 Subimission 12-11-2077 9:28:57 AM

detached-signature.xml 2.4 Signhature 12-71-20717 2:25:571 AM

Back to Results

for callers from Puerta Rico and Guarm
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Figure 8-7: Download a Submission Document or Signature

ion Agency CENTRAL DATA EXCHANGE CD -

My Submissions [FContact Us

Lagged in as FRENCHOO7
MyCDX i
History Search

Inbox

You are here: Search » Search Results » Submission Details
Logout

Submission Details

Submission Id _277T7e3dBT-0073-46809-8cf7-deBc0564fac0
Description CEOMEEE CEDEI Upload

D ataflow CEDEI

Created Dec 17, 2071 09:25:39 AM

Download Download Submission as zip

Creator Details

User Id FEEMCHOO?
Name Fobert Kole

Organization Name  cgi

Documents Set Signature: valid 9

Marme Size (kb) Category Created

ARROWS zip FEA9 Subinission T2-11-20171 9:25:57 AM

detached-signature.xml 2.4 Sighature T2-71-20717 8:25:51 AM

Back to Results

nd Guam
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Figure 8-8: Revalidate Signature

e
N
\' United Sta nvironmental Protection Agency T e T =%

My Submissions EAContact Us

Logged in as FEENCHOO7
MyCDX ’—‘ ’—‘
History Search

Inbox

fou are here: Search » Search Results » Submission Details
Logout

Submission Details

Submission Id _2F¥TedBT-0073-4689-8cf7-deBc0564fGc0
Description CROMERR CEDRI Upload

Dataflow CEDEI

Created Dec 17, 2071 08:25:35 AM

Download Download Submission as .zip

Creator Details

User Id FREMCHOO?
Name Fobert Kaole
Organization Name cgi

Documents Set Signature: wal

Mame Size {(kb) Category Created
ARREOWS. zip 779 Subimission 12-11-2077 9:28:57 AM

detached-signature.xml 2.4 Signhature 12-71-20717 2:25:571 AM

Back to Results

for callers from Puerta Rico and Guarm

EPA Home | P Security Motice \ Contact Us

8.3 Search

You can navigate to the ‘Search’ page by selecting the ‘Search’ tab at the top of the page (see
Figure 8-9). The ‘Search’ page will allow you to search for a submission by specifying any of
following search criteria:

® Document Name
¢ Dataflow

e Start date

¢ End Date

e Submission ID

All of the search criteria listed above are optional. To initiate your search, enter the desired
search parameter(s) and click the ‘Search’ button (see Figure 8-10). If you click the ‘Search’
button without specifying any search criteria, the application will display all of the submissions
that you have previously made. If you click on the ‘Start Date’ or ‘End Date’ fields, the system
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will launch an interactive calendar picker allowing you to select a date, for which you would like
to search. You can clear all search fields by clicking the ‘Clear’ button (see Figure 8-11).

The following figures show the screen captures for the ‘Search Page.’

Figure 8-9: Search Page

2 )
"
\' United States Environmental Protection Agency CENTRAL DATA EXCHANGE =

My Submissions [HAContact Us

Logged in as FEEMCHOO?F
My CDX B} '|
History Search

Inbox

ou are here: Search
Logout

Search Submissions
All search criteria are optional Results are listed in order by date and time. "Start Date" and "End Date" may be used to specifiy
a span of time over which to search.

Document Name

D ataflow

Start date (mmjdd/yynd
End date {mm/dd v

Submission Id

Clear 3 | Search Q%

or callers fram Puerto Rico and Guam
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My Submissions [HAContact Us

My CDX
! History Search

Inbox

Logged in as FREMCHOO?

You are here: Search
Logout

Search Submissions

All search criteria are optional. Eesults are listed in order by date and time. "Start Date" and "End Date" may be used to specify
a span of time owver which to search.

Document Name

Dataflow
Start date ({mm/dd /v 121042011

End date {mrm/dd /v 12114201

Submission Id

Search O

rom Puerto Rico and Guam
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Figure 8-11: Clear Fields

“EPA
"
\’ United States Environmental Protection Agency

My Submissions [HAContact Us

Logged in as FREMCHOO?
MyCDX -
History Search

Inbox

You are here: Search
Logout

Search Submissions
All search criteria are optional. Eesults are listed in order by date and time. "Start Date" and "End Date" may be used to specify
a span of time owver which to search.

Document Name
Dataflow
Start date ({mm/dd /v 121042011

End date {mrm/dd /v 12114201

Submission Id

Search O

494-5500 for callers from Puerta Rico and Guam

8.4  Search Results

The ‘Search Results’ page will be displayed after you populate all relevant search criteria fields
in the ‘Search’ page and click the ‘Search’ button (see Figure 8-10). Once the search is executed,
the system will display the following metadata for each submission:

e Submission ID

¢ Dataflow

® Description

¢ Date and Time Created

You can access the submission details by clicking the ‘Submission ID’ hyperlink (see Figure
8-12). Please refer to Section 8.2 for directions on how to navigate around the ‘Submission
Details’ page. You can download a submission by clicking the hyperlink in the ‘Download’
column (see Figure 8-13). The application will download your submission in a .Zip format,
which you can open and view or save to your local hard drive (see Figure 8-4). The submissions
can be sorted by submission ID, dataflow, description, or date and time created. To sort by one
of these options, click the arrow button next to the header title (see Figure 8-14).

If you would like to specify new search criteria, click the ‘New Search’ button.
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The following figures show the screen captures for the ‘Search Results Page.’

Figure 8-12: Search Results

<EPA
\' United Stat . ) otection Agency

My Submissions EAContact s

MyCDX
w History | | Search

Inbox

CENTRAL DATA

Logged in as FREMCHOO7
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Logout

Page 1

Subrnission |d % Dataflow %  Description % Created T Download

2P T TedBY 00734680 -8cf7 -deBc0 56415 c0) CEDRI CROMERE CEDEI 12-11-20117 9:29:35 Link {.zip)
Upload AR

_bdecaBo4-3660-465a- CROMERR CEDRI 12-10-2011 3:14:36 Link {.zip)
a519-815ad205af55 Upload FM

rom Puerto Rico and Guam
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Appendix A. List of Acronyms

The following is a list of acronyms used in this document.

Acronym/Term Definition
CDX Central Data Exchange
CEDRI Compliance and Emissions Data Reporting Interface
CoR Copy of Record
CROMERR Cross-Media Electronic Reporting Regulation
EPA Environmental Protection Agency
ERT Electronic Reporting Tool
ESA Electronic Signature Agreement
IE Internet Explorer
OAR Office of Air and Radiation
PIl Personally Identifiable Information
ul User Interface
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